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Introduction 


During the fall of 2001, terrorism became the big- 
gest story in the media and the number one issue on 
the national agenda. The September 11 attacks on the 
World Trade Center and the Pentagon took the 
American people and the government by surprise, and 
the number of people killed exceeded the Pearl Harbor 
death toll. These were well-executed attacks that pro- 
duced a trail of consequences for this country. 

Some likened the attacks to Pearl Harbor, but truly 
they were quite different. The terrorists did this on 
the cheap, using commandeered equipment, while the 
Japanese had to pay for their aircraft carriers and 
warplanes. The Japanese strike used high-tech 
equipment of the day, while the terrorists used small 
knives and boxcutters to take over the airliners. The 
Japanese attack was mainly against military targets, 
U.S. Navy ships and Army airfields. By contrast, the 
terrorists killed mostly civilians. 

The Japanese attack was against the United States 
of America generally, while the September 11 terror- 
ists attacked two targets (the World Trade Center 
towers) where there was likely to be a concentration 
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of Jews. Although the media played down this aspect 
of the attacks, the World Trade Center is in New York 
City, which has a large Jewish population. The ter- 
rorists were Islamic, and public statements by many 
Islamic leaders over the years have shown their ani- 
mosity towards Jews, Israelis, and those who support 
them. 

The aftermath was also quite different. Pearl Har- 
bor resulted in a declaration of war by Congress, and 
the American armed forces had a clear and well-de- 
fined enemy to strike. The United States decisively 
defeated the Empire of Japan after almost four years 
of land and naval battles. The terrorists, on the other 
hand, remain shadowy, and Congress has not de- 
clared war against them despite President Bush’s 
statement that the United States is at war. Terrorist 
leaders have stated that they plan to retaliate with 
further attacks against Americans, and there is every 
reason to believe they mean it. Unlike World War II, 
which ended less than four years after Pearl Harbor, 
this shadow struggle is likely to continue for many 
years, with no clear end. 

Pearl Harbor stimulated the American economy, 
which produced prodigious quantities of goods for the 
war effort. The terrorist attack struck a declining 
economy already heading for recession, and the effect 
was like being kicked down the stairs. There was an 
immediate effect in the aftermath of the wrecking of 
the World Trade Center with commandeered airlin- 
ers. Within hours, all commercial and private aircraft 
were grounded by the Federal Aviation Administra- 
tion (FAA), and airlines suffered severe financial 
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blows from the loss of passenger revenue, several 
hundred million dollars a day. One of the smaller air- 
lines immediately declared that it would not continue 
in business, and closed its doors. 

The expanding consequences of the blow struck at 
other sectors of the economy, with a “domino” effect. 
All airline companies except Southwest Airlines an- 
nounced massive layoffs within days of the attacks. 
However, even Southwest cut back its schedules 
slightly and postponed delivery of 11 new Boeing 
Model 737 airliners in October. Most airlines an- 
nounced cuts in service because of reduced passenger 
traffic. This had an effect on the companies that sup- 
ply airlines, such as the catering services that prepare 
meals. Airlines also postponed or cancelled purchases 
of new aircraft, and Boeing announced plans to lay off 
thousands of employees. There was also an economic 
impact in Europe, because many American airline 
companies buy European equipment from Airbus and 
other aircraft builders. Manufacturers of jet engines, 
airplane instruments, and other subcontractors were 
affected by the domino effect the attacks produced. 

Hotels, motels, and automobile rental agencies lost 
business as travel dropped sharply. Hotels and res- 
taurants lost business as conventions were cancelled. 
Hawaii was very hard hit. Even cruise lines lost cus- 
tomers because many Americans now refused to fly. 
The layoffs produced a new caution in the retail mar- 
ket, and retailers reported an average decline of 2.4 
percent in sales in September following the attack. 

When the stock market reopened several days after 
the attack, stock values dropped sharply. Despite the 
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Federal Reserve Board’s lowering interest rates, the 
American economy is still very shaky. After the be- 
ginning of the bombing attacks on Afghanistan, the 
market took another shallow dive. Manufacturing ac- 
tivity continued to drop after the attack. The only sec- 
tor that showed an unmistakable improvement was 
the private security area. 

The most severe consequences were intangible be- 
cause they were psychological. After September 11, 
there was pervasive anxiety about further terrorist 
attacks, intensified by the anthrax letters. It became 
very clear that the existing airline security system 
was very defective and, as events had proven, easily 
defeated. It was also clear that terrorists willing to 
sacrifice their lives to drive home an attack are not 
easy to deter or to stop. 

Video stores had an increase in business, as Ameri- 
cans stayed home instead of going to shopping malls 
and other public places. If they had a choice, they 
stayed away from potential terrorist targets. 

This widespread concern led to predictable reac- 
tions. Police officers patrolled airports more aggres- 
sively, banning curbside parking. Police officers were 
also assigned to guard FAA facilities, shopping malls, 
high-profile structures, and any other potential tar- 
gets authorities thought needed protection. In the pri- 
vate sector, company owners hired more security 
guards or contracted with security firms. 

Another aspect of the panic was a sharp rise in the 
number of mail and package bombs reported to au- 
thorities immediately after the attacks of September 
11. These turned out to be false, the product of peo- 
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ple’s fears. Some of the anthrax alarms, unfortu- 
nately, were real. 

Terrorism isn’t new on the American scene. Unpal- 
atable as it may be, terrorism is as American as apple 
pie. We have had domestic terrorists through our his- 
tory. Before the current wave of attacks, there had 
been terrorist actions against abortion clinics, logging 
companies, the Internal Revenue Service, and high- 
ways, to cite only a few. 

We have yet to see the long-term consequences of 
the latest terrorist attacks. Nevertheless, the trends 
are clear. The government is bringing up the prospect 
of curtailing freedom and the right to privacy in the 
pursuit of security. There will surely be increased se- 
curity measures in many areas. It’s certain that there 
will be more terrorist attacks on Americans in the 
continental United States, as well as attacks on 
Americans overseas. 

This book will help you avoid the direct and indirect 
threats of terrorism. We'll study how terrorists work, 
how they select their targets, how they allocate priori- 
ties, and how terrorists may affect your life. We won't 
waste time on the politics or ideologies of terrorism, 
because this is a practical book, not an abstruse the- 
sis. 

This book is not a how-to manual for terrorists or 
wannabes. You won’t find any recipes for chemical or 
biological weapons in these pages, nor any for explo- 
sives. Also, there aren’t any wiring diagrams for 
bombs. Terrorists can obtain all of this information on 
the Internet, anyway. 
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Part I will provide an overview of the new era of ter- 
rorism as it has struck at the American homeland, 
and a study of the consequences. Part II, the larger 
part of this book, will get into what you can do to pro- 
tect yourself. We'll study how much help you can ex- 
pect from the government, and why this won't be 
enough. We'll study both passive and active steps you 
can take to safeguard yourself against both the direct 
effects of terrorism, and the side effects, which are 
more pervasive and more likely to affect you. Side ef- 
fects include economic recession and the surge of 
charities seeking to cash in on terrorist attacks. With 
this book, you'll be able to tailor a practical plan to 
safeguard yourself before, during, and after a terrorist 
attack. 

Safeguarding yourself and your family may require 
a change in where you live and work, and it will re- 
quire some changes in your lifestyle. We'll look at 
various sectors of American life, to help you choose 
the best for your situation. 

Now let’s take a look at what daily life in the United 
States might be like in a few years. 


Part |: 
Living With Terrorism 


Our world has changed somewhat, and we can take 
it for granted that there will be more changes in the 
future. Some changes are the result of realistic 
measures to safeguard ourselves against terrorism. 
Others are “feel-good” steps taken to reassure the 
public that something is being done. 


Chapter 1 
A Future Scenario 
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Chapter 1 
A Future Scenario 


Its Monday morning and you get ready to go to 
work. Your destination is a 30-story office building in 
the city, not huge by today’s standards, but still 
enough to make some people queasy because over 
3,000 people work there, enough to make it an attrac- 
tive target for terrorists. You and your wife see your 
two children off to school. The bus comes to the curb 
to pick them up, escorted by a police car. No attack 
against a school bus has yet taken place in the United 
States, but parents in your area are nervous, and the 
mayor feels that a police escort is a sensible precau- 
tion.! 

You and your wife plan to watch the game on pay- 
per-view TV tonight. There are no more public admis- 
sions to sporting events, because crowds offer tempt- 
ing targets to terrorists, and teams now play in empty 
stadiums.? 

You walk down to the corner to take the bus that 
will take you to the subway. You’re forced to rely on 
public transportion because the price of gasoline is 
about $10 a gallon, the result of the shutting off of 
Middle-Eastern oil. The Bush Administration refused 
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to impose price controls or rationing, allowing prices 
to meet their own levels. 

At the subway you line up with about a thousand 
other people to go through the metal detectors and the 
security search at the doors. Two terrorists last year 
had shot up the main station in the city, killing over 
100 people before being gunned down by police, whose 
bullets killed another dozen who got caught in the 
cross-fire. 

The metal detector is just the first step in the secu- 
rity screening. Those wearing bulky clothing or carry- 
ing any kind of box, backpack, or package have to 
submit to a personal search. Three months ago a ter- 
rorist had placed a gallon bottle of gasoline inside a 
subway car during rush hour just as the doors were 
closing. The busting charge sprayed the gasoline 
through the car and ignited it, causing 50 deaths and 
about the same number were severely burned. Sub- 
way use dropped by half right after that incident, not 
resuming its former level until the new security 
checkpoints were in place. Today, every American 
subway system has a similar security setup.’ 

You pass through the metal detector and hand over 
your briefcase for inspection. The security guard, 
bored yet apprehensive, checks through every com- 
partment, looking for weapons, spray cans, and hid- 
den compartments. A pair of police officers stands be- 
hind the security checkpoint, watching the passengers 
carefully. There is a police officer on every station 
platform, and one rides on every train. 

There is a $2 per ticket surcharge on every subway 
ticket to pay for the extra security. Commuting used 
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to take you less than an hour each way. Now, it takes 
at least two hours, which is why you leave home early 
and return home late. Your employer, like many oth- 
ers, has introduced staggered working hours to help 
relieve the pressure on public transport. 

At your high-rise, there is a further security check 
at the doors. All who work in the building have been 
issued photo ID cards, and you show this to the pri- 
vate security guard along with your driver’s license, 
also a photo ID.4 You pass through the metal detector, 
and the security guard examines your briefcase. Be- 
hind you, another security guard confiscates a nail file 
from a woman who had it in her purse. 

Deep in your heart, you know that the workplace 
security checks are worthless because the security 
guards work for the private security company that 
was the low bidder. Profits are more important than 
performance, and the guards are unarmed, earn 
minimum wage, and are totally unskilled and unin- 
terested in performing their jobs competently. You 
and your fellow employees have reflected that if a ter- 
rorist wanted to attack the building, these rent-a-cops 
wouldn’t impede them for more than a couple of sec- 
onds, the time it would take to shoot them.5 

You recall, though, that one of the guards was 
drunk on the job last week, and he beat up a fellow 
employee who works down the hall from you. The rea- 
son was that the man had balked at dropping his 
pants when the security guard had ordered him to do 
so 1n the line, not bothering to take him into one of 
the small rooms set aside for such searches. The 
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another guard service.® 

You’re scheduled to fly out to the West Coast on 
business next week, but youre very apprehensive 
about that, despite the unprecedented level of security 
at airports and aboard airliners. Of course, your com- 
pany is paying your airfare, which is expensive now 
that the security surcharge comprises part of it. 

The security surcharge began as a fee of $2 per 
ticket to help pay for added airport security and the 
cost of sky marshals, but ratcheted upward to $100 
per ticket to pay for the restructuring of airports and 
airliners and other security precautions. 

You know that you'll have to take a shuttle bus to 
the airport, as no private vehicles are allowed within 
500 yards of any airport buildings. Only ticketed pas- 
sengers are allowed inside airport buildings, and they 
must pass through a security screening at the doors. 
This is because last year terrorists had shot up 
Ronald Reagan Washington National Airport, and a 
month later another terrorist sprayed nerve gas from 
an aerosol can into the air conditioner return grill in 
one of the men’s rooms at Albuquerque’s airport ter- 
minal, killing himself and everyone else in the build- 
ing. These were both suicide attacks, and a police offi- 
cer friend of yours admitted privately that nothing 
could have stopped them.’ 

All baggage passes through a thorough search, be- 
ginning at the entrance to the airport terminal. No 
aerosol cans are allowed at any time, and no carry-on 
luggage is allowed, not even purses. At check-in, in- 
spectors search all luggage again, because of the con- 
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cern that a suicide terrorist might place a bomb in his 
luggage and choose to go down with the airliner. 
There is a further check to match the passenger list 
with checked-in luggage before the airliner leaves the 
gate. If any passenger is not on board, a crew member 
opens the cargo hold and removes any baggage with 
his name. 

You saw during previous flights that the ticket 
agents looked nervous, and so did the flight atten- 
dants. All passenger flights are understaffed, because 
many flight attendants had quit after the latest series 
of attacks. 

Pilots board the aircraft through a separate en- 
trance in the front of the airplane, under the watchful 
eyes of a police escort. The cockpit is sealed off by a 
thick armored panel from the rest of the airplane, so 
that there is no way a terrorist can force his way into 
the cockpit by threatening to harm a flight attendant 
or passenger. A totally separate air system supplies 
the cockpit, as a precaution against the introduction 
of any noxious substance into the cabin’s air system. 
There is at least one sky marshal in the passenger 
cabin, armed with a handgun and a Taser. 

All commercial flights fly under “positive control,” 
which. means that they must keep in regular touch 
with air traffic controllers during the entire flight. All 
course and altitude changes must be either in the 
flight plan or authorized by an air traffic controller 
via radio. Pilots are required to acknowledge every 
message by controllers. This system is under review, 
however, because last month an airliner had experi- 
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enced radio failure and had been shot down by an Air 
Force fighter, killing all 132 people on board. 

When you return home at nine that evening, you re- 
flect that youre glad you own your house, instead of 
living in a high-rise as your cousin does. She has to 
show her building identification card to the security 
guards at the door, and whenever she gets visitors she 
has to leave their names with the guards before they 
arrive. All visitors must show photo ID, sign in, and 
wear a visitor’s badge while in the building. 

Two plainclothes investigators from the new Fed- 
eral Counter-Terrorism Authority are waiting with 
your wife in your living room. They are investigating 
a report of an Arabic-looking man who had visited you 
last week. You tell them that you don’t know any Ar- 
abs, then remember your old school friend, Paul Gon- 
zales. He is Hispanic, has an olive complexion, and a 
thick bushy mustache. In fact, during the Gulf War 
youd kidded him about looking like Saddam Hus- 
sein’s brother. Now the joke doesn’t seem as funny. 
You explain to the agents about Paul, and tell them 
that he is not a Muslim, but a Catholic, as you are. 
They ask you for Paul’s address before leaving, and 
you are certain Paul will be hearing from them.® 

Before going to bed, you and your wife watch the 
late TV news, and learn that some people in American 
corporations have been receiving mail with harmful 
powders in the envelopes. One died from absorbing 
potassium cyanide through his sweaty skin. Others 
have received envelopes with talcum powder, obvious 
hoaxes. You also see network “talking heads” pontifi- 
cating about the new belt-tightening required by the 
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war on terrorism, and the new restrictions imposed by 
security regulations. 

Granted, this scenario is mostly fictional at the mo- 
ment, but is it exaggerated? You decide. 


Notes 


1. Terrorists attacked a school bus in Israel a few 
years ago. Also, terrorists attacked a school bus 
in Djibouti in 1976. Four terrorists belonging to 
the Front for the Liberation of the Coast of Soma- 
lia took over a school bus containing 30 children 
of French Air Force personnel. Two others soon 
joined them. Ten officers of the French “Groupe- 
ment D’Intervention de la Gendarmerie Nation- 
ale,’ the French National SWAT Team, arrived 
and took out four of the terrorists with well- 
synchronized head shots. The surviving two ter- 
rorists managed to kill one child before being 
taken themselves. 

2. The U.S. Government feels that sporting events 
are attractive targets for terrorists. When the 
World Series took place in Phoenix in November 
2001, the Centers for Disease Control sent in a 
team of epidemiologists in case of a biological at- 
tack, according to an Associated Press article on 
November 4, 2001. A chemical or biological agent 
released in the sports stadium, or in its parking 
lot, could threaten thousands of people. 

3. There have been attacks on subways. Japanese 
terrorists released Sarin, a nerve gas, on the To- 
kyo subway. A man carrying a firebomb on the 
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New York City subway was badly burned when it 
went off in his lap. 

_ Sheehan, Charles, Associated Press, “Skyscraper 
Managers Curb Public Access,” Albuquerque 
Journal, November 4, 2001, p. A9. Pittsburgh’s 
USX Tower has a new security system in place, 
requiring all those who work in the building to 
carry an ID card before being allowed to proceed 
to its upper floors. Only the lobby has unre- 
stricted access. Chicago’s Sears Tower now re- 
quires ID for those wishing access. All must sign 
in, and their bags are searched before they're al- 
lowed entry. 

. Major companies today employ private security 
guards. These are no more effective than the pri- 
vate security guards have been at airports. 

_ Private security guards are notoriously incompe- 
tent. There have been instances of bullying and 
even physical assaults on innocent persons. 

. There hasn’t yet been a shooting at an American 
airport, but terrorists have opened fire on pas- 
sengers at the Vienna and Milan airports in 1978. 
. Suspicion on the basis of appearance was com- 
mon in the United States after the September 11 
attacks. People of “Middle-Eastern” appearance 
were taken off airplanes after crew or passengers 
complained that they felt uneasy about them. 
None of these people turned out to be terrorists, 
but their airlines weren’t taking any chances. 
Federal authorities also investigated many peo- 
ple of Middle-Eastern origin because of their 
backgrounds. Most turned out to be innocent. A 
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few vigilante actions targeted people who ap- 
peared to be Arabic to the vigilantes. One Sikh 
was killed by a gunman in Mesa, Arizona, in Sep- 
tember 2001. 
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Chapter 2 
Terrorists in Fiction 


During the past two decades, there have been many 
novels and movies using terrorism as a theme, as fic- 
tion mirrored real life. Fictional terrorists have been 
as varied as real ones, including the usual suspects: 
Islamic, right-wing, and others. Some fictional terror- 
ists have been intelligent, while others have been 
dumb as rocks. 

There’s one sharp difference between fictional ac- 
counts of terrorism and real life. In novels and mov- 
ies, the good guys always win. Lee Marvin and Chuck 
Norris totally wiped out the Arabian terrorists in the 
movie Delta Force, rescuing the hostages and bringing 
the airliner back to safety. In real life, hostages die, 
airliners crash, and the police and military rarely ar- 
rive in time. 

The theme of biological terrorism impressed Dr. 
Robin Cook so much that he wrote Vector, a novel 
about right-wing terrorists who tried to infect the 
Jacob Javits Federal Office Building in New York City 
with anthrax. A Russian-born New York taxi driver 
encounters a pair of New York City firefighters who 
are members of an underground right-wing cell. The 
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Russian had worked at the Sverdlovsk biological 
weapons plant in his homeland, and was disappointed 
that his life in the United States was not what he had 
expected. The leaders of the right-wing cell offer to ob- 
tain the equipment for producing bio-weapons if the 
Russian will produce the material for them.! 

The Russian sets up two production facilities in the 
basement of his rented house, one for anthrax, and 
the second to produce botulism toxin. The botulism 
production line does not work well, but the anthrax 
one does, and the Russian selects an individual in 
New York to use as a test target. He sends him an en- 
velope containing anthrax spores and within days the 
man dies, showing that the anthrax spores are effec- 
tive. 

The Russian’s right-wing partners want to strike at 
the federal government, which they see as oppressive. 
Their plan is to introduce anthrax spores into the air 
conditioning system of the Javits Federal Building, 
knowing that this will infect everyone in the building 
and that the exhaust will contaminate a large area 
down-wind of the building. The two leaders can scout 
the building’s facilities and equipment on the pretext 
of a fire inspection because they are firefighters, and 
they locate the point at which they can conveniently 
inject the anthrax. 

The plan fails, as it must in a novel, and the three 
main plotters come to a bad end. However, the outline 
is fairly realistic, because any big building’s air condi- 
tioning system serves to spread any noxious sub- 
stance introduced into it. It’s not even necessary to 
gain access to the equipment room, as spraying a gas 
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or aerosol into a return grill will quickly bring it into 
the system for dispersal throughout the building. 

The theme of airborne attack has been in the minds 
of novelists for years. One fairly conservative book 
was Storming Heaven, by Dale Brown. The central 
character sets up a Cessna light aircraft with radio 
control to aim at the White House.? A few months af- 
ter publication, a real person landed a Cessna on the 
south lawn of the White House. 

Another airborne attack novel was Debt of Honor, 
by Tom Clancy. The plot is somewhat more involved. 
At the end of a short-term war between Japan and the 
United States, the captain of a Japan Air Lines Boe- 
ing 747 crashes his airliner in a kamikaze attack on 
the U.S. Capitol Building during a joint session of 
Congress. The attack kills the President and most 
members of Congress. 

Clancy’s novel includes a detail based on something 
that some people believe is true, and depicts a Secret 
Service agent firing a Stinger anti-aircraft missile at 
the Boeing. There have been scattered accounts that 
U.S. Secret Service agents are on the roof of the White 
House with missiles, ready to shoot down any aircraft 
that invades the prohibited airspace. While it’s impos- 
sible to be certain that this story is false, it’s easy to 
note that the pilot of the Cessna was able to land on 
the White House Lawn without having a missile fired 
at him. 

The theme of attack on a subway system has been 
with us for even longer. A book published in 1985 de- 
scribed a nerve gas attack on a New York City subway 
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train. The attack was limited to only one car, killing 
well over 100 people. 

Life sometimes imitates art, and a few years later 
Japanese terrorists released Sarin, a nerve gas, into 
Tokyo’s subway system, although without the large 
number of fatalities the fictional attack produced. 

An earlier novel incorporating several destructive 
themes was written by William L. Pierce under a pen 
name. This was a favorite of the American Under- 
ground because it described a victory by a patriotic 
revolutionary movement against a Jewish and Black 
controlled American government. A member of the 
underground drives an explosive-laden truck into the 
basement-parking garage of the FBI Building in 
Washington, DC, destroying the building. Almost two 
decades later in Oklahoma City, Timothy McVeigh 
parked a truck loaded with explosives in front of the 
Murrah Federal Building, with lethal effect. The cli- 
max of the book is the suicide flight by Earl Turner, 
the central character, into the Pentagon, carrying a 
nuclear bomb.5 

Fiction writers are imaginative, but real-life terror- 
ists are equally so. Unfortunately, real-life terrorists 
are difficult to stop or apprehend, and much more ef- 
fective than their fictional counterparts. 


Notes 


1. Cook, Robin, Vector, New York, Berkley Books, 
2000. 
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ley Books, 1994. 

Clancy, Tom, Debt of Honor, New York, G.P. Put- 
nam’s Sons, 1994. 

Wager, Walter, Otto’s Boy, New York, TOR 
Books, 1985. 

Macdonald, Andrew, The Turner Diaries, Arling- 
ton, VA, National Vanguard Books, 1978. 
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Chapter 3 
Terrorism: The New Era 


For most Americans, the new era in terrorism began 
on the morning of September 11, 2001, when several 
airliners commandeered by terrorists caused exten- 
sive damage to the Pentagon and caused both towers 
of the World Trade Center to collapse. However, for 
some Americans, it began earlier. There had been a 
suicide truck bomb attack against the U.S. Marines in 
Beirut, Lebanon, in 1983. More incidents followed. 
Terrorists bombed American embassies in Nairobi, 
Kenya and Dar Es Salaam, Tanzania, on August 7, 
1998. Another terrorist attack blew a hole in the de- 
stroyer U.S.S. Cole in Aden Harbor, Yemen, on Octo- 
ber 12, 2000. All of these attacks were in far-off lands, 
and did not make much of an impression on Ameri- 
cans who were not involved in the incidents. The im- 
pulsive reaction of President Clinton after the em- 
bassy bombings was to shoot a few cruise missiles into 
Afghanistan and Sudan, which did not solve the prob- 
lem nor prevent further attacks. It was a “feel-good” 
action, chosen for its symbolism but not its effective- 
ness. 
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The ramifications of the September 11 attack on the 
American mainland were far-reaching. The destruc- 
tion of the World Trade Center was not a pinprick at- 
tack against an American enclave in a far-off land. 
There were about 3,000 people killed on home ground. 

By causing the government to ground all airplanes, 
the terrorists began a process that gave a powerful 
downward shove to an already shaky economy, and 
this has had literally worldwide effects. All stock 
markets dropped, and the global economy moved to- 
wards recession. 

The U.S. government could not let this slide, and it 
announced the beginning of a prolonged campaign to 
destroy terrorist networks. President Bush presented 
a list of “most wanted” terrorist figures on television 
on October 10, 2001, explicit recognition that the 
blame did not lay entirely with Osama bin Laden. A 
series of military strikes involving air, naval, and 
ground forces began against Afghanistan during early 
October 2001. 

There had been terrorist networks in place during 
the 20 century. An Irish network struggled against 
British occupation of Northern Ireland. An Armenian 
network occasionally bombed Turkish embassies or 
assassinated Turkish diplomats. Islamic networks 
had struck against Israel and its supporters, includ- 
ing the United States. Several Islamic spokesmen 
identified the United States as the “Great Satan,” 
archenemy of the Islamic peoples. 

By contrast, the United States government took 
pains to distinguish Islamic people from the terrorist 
leaders. The President stressed that the United 
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States’ struggle was against terrorists and govern- 
ments that give them help, not Islamic people in gen- 
eral. This was very much like the American policy 
during World War II, when the government stated 
that its enemies were the Nazi, Fascist, and Japanese 
regimes, not the people of those countries. This policy 
did not work well, as the citizens of enemy nations 
could see that allied aircraft were bombing their cit- 
les, not just their regimes’ government buildings and 
military installations. 

In any war, innocent civilians get caught in the 
cross-fire, no matter how careful the military may be. 
There have already been civilian casualties in Af- 
ghanistan from the air strikes. Civilian casualties 
help the claims of terrorist leaders that the Western 
Powers are waging war against Islam in general, us- 
ing terrorism as a pretext. An early manifestation of 
this belief was the extensive anti-American rioting in 
Pakistan, whose government had allied itself with the 
United States against the Taliban regime. 

An important point is that those with anti-American 
feelings, and those whose relatives, neighbors, and 
friends have been killed by American military action 
are potential recruits for the terrorists. Because many 
countries in the Middle East, the Far East, and Africa 
have significant Islamic populations, there are many 
nationalities and ethnic types represented. This is of 
great help to terrorists, because despite American as- 
surances, the war appears to be against Muslims in 
general. 

Terrorists conduct covert operations, and their sur- 
vival requires keeping a low profile and blending in 
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with the population of any country they target. The 
United States is very vulnerable in this regard. There 
are people of many ethnic types here, and most are 
citizens. Foreign accents are not uncommon in the 
United States. Islamic people can be Caucasian, Se- 
mitic, Oriental, Hispanic or African. There is no sure- 
fire way to identify Muslims in this country, much 
less separate out the ones inclined to terrorism. With 
the populations of many disparate countries upon 
which to draw, terrorists can recruit members who de- 
feat any “profiling.” 

On top of this, we have domestic terrorists who have 
not shut down their operations just because foreign 
terrorists have struck at this country. Domestic ter- 
rorists have their own agendas, which they promote 
through various destructive acts. 

These factors point to a long and painful war, with 
terrorists able to strike almost any point in the 
United States or the territories of its allies. A strike 
will be followed by a counterstrike, reprisal by retalia- 
tion. Possibly some day one side or the other will be 
exhausted or tire of the prolonged conflict, and seek a 
political solution. We can be sure that this will not 
happen soon, if ever. 

Complicating and aggravating the picture are the 
United States’ domestic terrorists. Covering most of 
the political spectrum, these domestic terrorists bomb 
abortion clinics, derail trains, send mail bombs, and 
commit a variety of other destructive acts. When a 
terrorist act occurs, it’s not always easy to identify the 
group responsible. 
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Terrorists employ a variety of weapons, and histori- 
cally these have been low-tech. A few terrorists have 
shown enough sophistication to devise higher-level 
weapons. We’ll take a very quick look at terrorist 
weapons in the next chapter. 
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Terrorism is the tactic of the weak against the 
strong, and terrorists use a variety of weapons, some 
of which would be impractical for regular military op- 
erations. Terrorists can obtain weapons from several 
sources. Some are smuggled into the country. Others 
are improvised. Yet others are stolen from military 
depots. This last possibility is the most frightening 
because the military does not release figures on how 
many weapons of various types disappear from their 
armories every year. Military weapons thefts are 
rarely discussed in the media, because the armed ser- 
vices keep them very quiet. There is a thriving black 
market in military weapons, from small-arms ammu- 
nition to rocket-propelled grenades (RPGs) and some 
military supply personnel manage to make some of 
their inventory disappear for profit. 

One incident that the military was not able to keep 
quiet was the arrest of two men on the border be- 
tween the United States and Mexico. Mexican au- 
thorities made the arrests at the point of entry be- 
tween Columbus, New Mexico, and Palomas, Mexico. 
Among the items allegedly found were M-16 rifles, one 
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of which was fitted with a grenade launcher, an M-60 
machine gun, handguns, ammunition, gas grenades, 
and night vision goggles. One of the suspects was an 
Airman First Class in the U.S. Air Force, and as- 
signed to a security force protecting a missile control 
center. Several weapons corresponding to some of the 
items found in the two suspects’ vehicles were re- 
ported missing from such a control center about 10 
miles from Kimball, Nebraska.! 

In this chapter, we'll briefly discuss a few terrorist 
weapons in each category. There’s no need to discuss 
all possible terrorist weapons in detail because this 
information is readily available elsewhere. 


Firearms 


Often firearms are merely what is available, not 
high-tech military weapons. Handguns are perfectly 
adequate for hijacking and assassinations. Three of 
the four men who assassinated a U.S. President used 
handguns. Only one, Lee Harvey Oswald, used a rifle. 

Some terrorists have used submachine guns when 
their mission was shooting up passengers at an air- 
port or airline ticket office. Submachine guns are 
somewhat harder to obtain, and consume a lot of am- 
munition quickly. 


Edged Weapons 


Fighting knives, bayonets, and daggers have been 
mainly military weapons. The knife is useful for silent 
killing, but in other ways is inferior to a firearm. 
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Edged weapons with small blades, such as small 
knives and boxcutters, now have a firm place in his- 
tory after the airliner attacks of September 11, 2001. 
There is no doubt that these low-tech implements are 
deadly weapons, and no doubt that well-trained men 
can use them with great effect. 


Explosives 


Explosives may be regular or improvised. Plastic 
explosives work well for letter bombs, addressed to a 
specific person and designed to detonate when opened. 
Three ounces of plastic explosive can cause serious in- 
jury or death. Other manufactured explosives are 
military explosives, such as RDX, and civilian explo- 
sives, such as dynamite. 

Improvised explosives offer the advantage of com- 
ponents that are easily obtainable. A well-known im- 
provised explosive, Ammonium Nitrate and Fuel Oil 
(ANFO), was used in the 1993 World Trade Center 
bombing and the 1995 Oklahoma City Bombing. An- 
other 1s gasoline, discussed in the incendiary section. 

Of special interest is the variety of fuzing systems 
used by terrorists. Let’s begin by getting the defini- 
tions right. A “fuse” is a strip of metal that melts and 
interrupts an electric circuit when the amount of cur- 
rent passes a certain level. A “fuze” is a device used to 
detonate an explosive charge. As this is not an in- 
struction manual on how to build a bomb, the discus- 
sion will be very general. 

There are burning or flame fuzes, the kind we see 
on firecrackers. There are mechanical fuzes, used in 
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landmines, in which pressure on a rod or lever trips 
the firing pin. There are chemical fuzes, in which acid 
eats through a wire or disk, releasing a firing pin. 
These are hard to manufacture and not as reliable as 
other types, which is why we don’t see many these 
days. Electrical fuzes use an electric current either to 
heat a wire that ignites the detonating charge or to 
trigger a firing pin. An electrical fuze in a telephone 
will detonate the charge when someone picks up the 
phone. A barometric fuze serves to detonate a bomb 
when an aircraft reaches a pre-determined altitude. 

Modern electronic devices provide new and frighten- 
ing ways to detonate bombs, and even to guide them 
to their targets. A digital watch serves as a timer, and 
modern time bombs do not produce ticking noises be- 
cause their clocks are electronic. Digital watches can 
be used in circuits to detonate time bombs minutes, 
hours, days, or even months after they’re put in place. 
This is the type of fuze used in the attempt on British 
Prime Minister Margaret Thatcher at the Conserva- 
tive Party Conference in Brighton, England, in 1984. 
The digital timer fuze has been the instrument of de- 
struction of several airliners over water, to assure to- 
tal destruction and make it hard to recover the 
wreckage for evidence. This was the type used to de- 
stroy the Pan American Boeing 747 over Lockerbie. 
The flight got off the ground late, and the bomb deto- 
nated while the flight was still over land. Finally, 
there is the radio fuze, in which a radio transmitter 
sends a signal to explode the bomb. 

The variety of fuzes available allows a terrorist 
bomber to be very versatile. A mechanical or electrical 
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fuze serves well in a booby-trap, detonating the bomb 
when the target opens a door or turns on a light 
switch or TV. The Unabomber placed an incendiary 
bomb with a barometric fuze aboard an American Air- 
lines plane in 1979. 

It’s impossible to deny terrorists access to many of 
these devices. Simple flame and mechanical fuzes are 
easy to make. Anyone can purchase a digital watch 
without arousing suspicion. Radio devices to control 
model cars and airplanes are also commonly avail- 
able. A terrorist can construct a model airplane to 
carry several pounds of explosives to the target, and 
detonate it by remote control. 

Explosives are extremely versatile because it’s pos- 
sible to use them in many forms and employ many de- 
livery systems. There are pipe bombs, primitive but 
lethal devices made from gunpowder and often deto- 
nated with a flame fuze. A satchel charge comes in a 
valise or bag, and can be made using most types of 
explosives. This is the type that a terrorist can deposit 
in a crowded building, with a timer that sets it off 
when the terrorist is clear of the danger area. The 
satchel charge is the device that caused the Centen- 
nial Park blast in Atlanta, and another at the Other- 
side Lounge, an Atlanta gay bar. The truck bomb was 
the means used for the 1993 World Trade Center 
bombing and a truck bomb destroyed the Murrah Fed- 
eral Building in Oklahoma City in 1995. 

Explosives are also useful for dispersing chemical 
agents. A bursting charge spreads the chemical agent 
over an area, ensuring maximum casualties. 
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An especially nasty twist is the “secondary device,” 
another bomb timed to detonate after the first ex- 
plodes. This is designed to kill police and emergency 
personnel responding to the first explosion. Although 
not common, they occur often enough that bomb dis- 
posal officers watch carefully for them. 

By nature, explosives are indiscriminate, injuring or 
killing everyone close to the detonation. This isn’t a 
problem for most terrorists, because as we'll see, ev- 
eryone within range is a target. 


Chemical Weapons 


There are many noxious chemicals commonly avail- 
able or easily manufactured, and we can expect to see 
chemical attacks in the future. The first war gas was 
chlorine, first used by German troops in 1915. Several 
other chemical agents, such as phosgene, mustard 
gas, and Lewisite, appeared during that war. Chlorine 
and phosgene were choking agents that irritated the 
lungs and caused them to fill with liquid, suffocating 
the victims. Mustard gas and Lewisite were blistering 
agents, or vesicants, that damaged the skin and eyes 
on contact, and the lungs if inhaled. A Japanese ter- 
rorist group used Sarin nerve gas in an attack on the 
Tokyo Subway in 1995. 

Blood agents are hydrogen cyanide and cyanogen 
chloride, and they combine with the hemoglobin in the 
blood to impede the transfer of oxygen. They are too 
volatile to be practical as battlefield gases, but work 
better in confined spaces. 
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Nerve gases were devised by Germany following 
World War I, and included GA (Tabun), GB (Sarin), 
and GD (Soman). A nerve agent developed after World 
War II was VX (V Agent). Nerve agents work by inter- 
fering with the transmission of nerve impulses, and 
the victims die from convulsions and asphyxiation. 
They are very powerful and tiny amounts can kill 
within minutes. This makes them very effective as 
battlefield agents. 

Nerve agents are easy to synthesize from insecti- 
cides, and recipes for this are available in many un- 
derground books and on the Internet. On the other 
hand, chlorine is commonly available because it’s an 
industrial chemical, and a terrorist can buy some or 
hijack a tanker truck containing chlorine or other 
dangerous chemicals. 

Dispersal is the effective way to use chemical 
agents. They can be dispersed into the air with aero- 
sol cans, spray guns, explosives, and even crop dust- 
ing equipment, which is the reason why the govern- 
ment kept crop dusting aircraft grounded for a few 
days after the airlines were allowed to fly again. 
There was anxiety that terrorists would commandeer 
crop dusters to disperse chemical or biological agents. 


Biological Weapons 


Although biological weapons in their present form 
have been with us during most of the 20 century, 
belligerents were reluctant to use them for several 
reasons. One was the prospect of reprisals. Another 
reason might have been a humanitarian concern, al- 
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though it’s hard to imagine Hitler having considered 
this a deciding factor. The most important objection to 
a biological weapon is that it can blow back on the 
user. Most weapons are localized in effect, but biologi- 
cal weapons can spread, and infect people not in- 
tended as targets, including the population of the 
country that dispersed them. This danger might not 
be important to a terrorist, especially one whose phi- 
losophy includes suicide attacks. 

For a terrorist, it’s not necessary to have highly ef- 
fective biological weapons, or even a large amount. 
The important effect is not the body count, but the 
terror. The main result of the anthrax attack was not 
masses of people killed, but a slowing of the mail- 
handling system at TV network offices, in government 
buildings, and at corporate offices. Some newspapers 
and government offices announced that they had 
stopped accepting paper mail, asking that people con- 
tact them by e-mail. The U.S. House of Representa- 
tives shut down for five days in October 2001, in re- 
sponse to the threat of anthrax letters. Both Senate 
and House office buildings were shut for several days 
for decontamination. 

Biological weapons are harder to improvise than 
chemical weapons, and require some special equip- 
ment to manufacture weapons-grade biological 
agents. Such laboratory equipment, as well as sam- 
ples of the bacteria or virus, are available from spe- 
cialized companies. A terrorist who forms a shell com- 
pany may be able to buy these on the open market. On 
the other hand, a terrorist who enlists as a microbiol- 
ogy student at a university can use the facilities there 
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as a starting point, then steal samples for his clandes- 
tine laboratory. 

A feature of biological weapons that is very attrac- 
tive to terrorists is that their effects are delayed. 
There is an incubation period between infection and 
onset of symptoms. Delayed effect is a drawback in a 
battlefield weapon, but very helpful to a terrorist be- 
cause he can complete his attack long before its first 
effects appear. A terrorist who disperses a biological 
aerosol in a public place, such as an airport or sports 
stadium, can be miles away and even out of the coun- 
try before the end of the incubation period. Beyond 
that, it takes time to determine that people are falling 
ill from hostile action and not a naturally occurring 
disease. 

A common biological agent is anthrax, and the Brit- 
ish built up a supply of anthrax during WWII for use 
against the Germans if it had become necessary or 
expedient. Anthrax is a bacterial agent, and it re- 
mains dormant in spores for decades. If absorbed 
through the skin, anthrax produces black skin lesions 
and the fatality rate is between 5-20 percent. If in- 
haled, anthrax attacks the respiratory system and 
produces a fatality rate of over 90 percent. Cutaneous 
anthrax is somewhat contagious by direct skin con- 
tact, but inhalation anthrax is not contagious. 

Two men were arrested by the FBI in 1998 and ac- 
cused of having fraudulently procured and produced 
anthrax. They also allegedly had enough anthrax to 
wipe out an entire city and had also allegedly planned 
to use botulism bombs on a subway train.° 
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Plague is highly contagious and if untreated, always 
fatal. There are two forms, bubonic plague (the “Black 
Death”) and pneumonic plague. Pneumonic plague is 
the greater danger because the victim expels the bac- 
teria with each cough, making an infectious spray. 

Some viruses are very deadly and moderately con- 
tagious. One of the worst is Viral Hemorrhagic Fevers 
(VHF). VHF is actually a group of closely related vi- 
ruses that produce similar disorders. These include 
Ebola, Yellow Fever, Dengue Fever, Crimean-Congo 
Hemorrhagic Fever, and others. They produce hemor- 
rhage, capillary leaks, hypotension, and shock. Many 
are spread through the lungs. However, the Ebola vi- 
rus 1s spread only by contact with infected body fluids, 
much like AIDS. 

Another virus-based biological agent is smallpox. 
With a seven-day incubation period, it has a high 
mortality rate. It’s also highly contagious, spread by 
inhalation. 

Toxins are produced by bacteria, flowering plants, 
and fungi. Several are in the Botulinum family, pro- 
duced by the clostridium botulinum bacteria. The 
botulism toxin attacks the muscles, eventually pro- 
ducing death by stopping respiration. Botulism is 
spread by injection or ingestion, and the most effec- 
tive way to spread it is by contaminating food. 


Incendiary Devices 


Incendiary devices (firebombs) are among the most 
attractive terrorist weapons because they’re easy to 
make, easy to detonate, and are among the most reli- 
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able of weapons of mass destruction because they ig- 
nite 75 percent of the time. Ignition systems are 
many, including chemical, mechanical, and electronic. 

Materials to make firebombs are commonly avail- 
able and very easy to obtain. They include gasoline 
and other flammables, road flares, match heads, fire- 
works, plastic bottles and pipes. Propane and butane 
cylinders, the same ones used for camp stoves and 
barbecues, are on sale in K-Mart and many other out- 
lets, making it impossible to control these substances. 
A seven-day waiting period on gasoline would, of 
course, be unworkable. 

Fuel-air explosives fill the gap between explosive 
and incendiary devices. Gasoline vapor and the vapors 
of other volatile fuels, such as acetone, burn so quickly 
and efficiently when ignited that the effect is explo- 
sive. Propane and butane gas will produce similar ef- 
fects when mixed with air. Only someone who has 
seen a fuel-air explosion can appreciate 1ts power. 
Fuel-air explosives are particularly effective in de- 
stroying buildings because the confined space multi- 
plies their power. They are especially desirable for 
terrorists because the raw materials are commonly 
available. 


Nuclear Weapons 


Nuclear weapons are almost impossible to obtain 
because of very tight security at military bases that 
store them. They are also the hardest to improvise be- 
cause nuclear material is not easy to find and a nu- 
clear bomb requires sophisticated engineering and 
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manufacturing techniques, despite some of the alarm- 
ist accounts in the media. The scenario of a high 
school student building a nuclear bomb in his base- 
ment is unrealistic. However, it’s not necessary to 
construct a nuclear bomb to employ a nuclear weapon. 
It’s possible to disperse radioactive isotopes with a 
conventional explosive charge, thereby contaminating 
a large area. 

Radioactive isotopes are available from different 
sources. Various types of radioactive isotopes, such as 
Iodine 131, are used in medicine. These are available 
by raiding a medical supply house or a hospital. 

The weapons are only the tools. Terrorist techniques 
are particularly hard to combat for several reasons, 
and we'll study these next. 
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Chapter 5 
How Terrorists Operate 


Terrorists are people who use violence for political 
ends. Their targets may be political leaders, military 
personnel, or civilians. Terrorist attacks cause de- 
struction in the immediate area, and disruption in 
widening circles as the long-term effects take hold. A 
common belief among terrorists today is that “no-one 
is neutral.” They have a “with us or against us” men- 
tality that they use to justify killing neutrals, even ci- 
vilians and children. All deaths serve their purpose. 

The United States is a perfect target for terrorists 
for several reasons. First, we have so many targets 
that are tempting because they’re so vulnerable and 
destroying them has far-reaching effects. By contrast, 
a third world country has few tempting targets. Blow- 
ing up a cave, tent, or well isn’t as dramatic and the 
effect 1s localized. 

In a developed country such as the United States, 
it’s impossible to guard every power station, every of- 
fice building, every theater, and every sports stadium. 
It’s also impossible to guard every mile of aqueduct, 
oil line, power lines, and roadway. The United States 
is very vulnerable because its systems are intercon- 
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nected. Disruption of the electric power system makes 
other industries, including transportation, come to a 
halt as well, producing a domino effect. Destroying a 
highway or bridge leading into a city affects the food 
supply and the economic activity using that road, in- 
cluding commuters. Employers may have to shut 
down their businesses when their employees fail to 
arrive. 

Terrorists are typically well-informed about their 
targets, and take advantage of weaknesses in secu- 
rity, as well as procedural errors. The airline terror- 
ists knew that for decades crews had been trained not 
to resist skyjackers, but to acquiesce to their de- 
mands, expecting eventual release at the end of the 
incident. They knew that they could take over an air- 
liner without crew or passengers suspecting their real 
intention until too late because nobody expected a sui- 
cide dive into a building. The terrorists also knew that 
there would be no armed passengers to resist them, as 
firearms have been banned on airliners for years. 

Terrorists can use one system against another, and 
they have valuable allies in the profit-driven Ameri- 
can media. The media has helped the terrorists 
spread fear by prominently featuring all terrorist sto- 
ries. The media has been using the phrase “cases of 
exposure’ to denote people who were in the room 
when an envelope containing anthrax arrived. This 
phrasing gives the impression that the people in- 
volved are actual medical “cases,” not just bystanders. 
This gives the impression that terrorism has caused 
more damage than it actually has, and is an example 
of “body bag journalism.” 
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Anthrax-laden letters have caused the temporary 
closing of the House and Senate offices, and other 
government buildings. Mailroom workers in some 
companies have begun wearing gloves and masks. 
Postal facilities in the Washington area and other 
parts of the country have closed for testing and decon- 
tamination as well. 

We've seen even more anthrax hoaxes, with enve- 
lopes containing an innocuous white or tan powder 
and sometimes a threatening letter sent to various 
targets. Some hoax artists have obviously piggy- 
backed on the rash of genuine anthrax letters to cre- 
ate more fear and keep the police running. Even be- 
fore the new century, hoax artists sent more than 25 
anthrax threats in California and Arizona. 

Terrorists could paralyze the post office by placing 
bombs in mail collection boxes, timed to arm them- 
selves just before the mail carrier comes to collect the 
mail. A motion switch would detonate the bomb when 
the mail carrier picks it up. Several of these incidents 
would force a radical change in the way the post office 
collects the mail. 

Physical destruction is only one aspect of terrorism. 
The psychological effects are more far-reaching. Ter- 
rorist attacks cause anxiety and even panic, because 
target populations wonder and worry where the ter- 
rorists will strike next. This is what makes terrorism 
so effective. Terrorists can accomplish a lot with very 
modest resources. Terrorists demonstrate with their 
attacks that the government is unable to protect its 
people. The government responds with increased se- 
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curity, and this is often heavy-handed, leading to re- 
sentment against the government. 

Terrorists have several advantages that enable 
them to strike freely: 

Terrorists choose the time and place of an attack. 
This provides the element of surprise and allows them 
to pick targets that are relatively unprotected and 
vulnerable. This also makes defense against terrorism 
very difficult, and absolute defense impossible. 

Terrorists strive to be unpredictable, in order to 
stay one jump ahead of the security forces. After the 
airliner attacks of September 11, the government 
beefed up security and there were no more attacks 
against airlines. Instead, anthrax-laden letters began 
circulating, because the perpetrator or perpetrators 
knew that we were totally unprepared for these. 
Whether or not there is ever an effective bio-defense, 
there will be surprise attacks in other spheres. 

Some terrorist attacks come on a certain date that is 
the anniversary of another event important to the ter- 
rorist. For example, Timothy McVeigh blew up the 
Murrah Federal Building in Oklahoma City on April 
19, 1995, the same date that the FBI assaulted the 
Branch Davidian compound in Waco, Texas, in 1993. 
However, the World Trade Center-Pentagon attack 
came on September 11, a date of no obvious signifi- 
cance of this sort. On this date in 1973, General Au- 
gusto Pinochet overthrew Chilean President Salvador 
Allende. This date is also the birthday of Filipino 
President Ferdinand Marcos, and the date when Eri- 
trea was returned to Ethiopian control by the United 
Nations in 1952. Both the Philippines and Ethiopia 
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have significant Islamic populations, but apart from 
this, September 11 doesn’t commemorate anything 
important to terrorists. 

Although the “Black September” terrorist movement 
chose that name because of its expulsion from Jordan 
during September 1970, the significant events took 
place on other days of that month. The choice of Sep- 
tember 11 might have been because some government 
departments are on higher alert on certain dates they 
feel are likely to bring a terrorist attack, and the 
planners might purposely have chosen a date that 
would not have raised red flags. 

Terrorists choose their targets according to a 
cost/benefit analysis. They balance the target’s impor- 
tance against its vulnerability to attack and the effort 
required to destroy or disrupt it. Important targets 
are large concentrations of people, vital systems, and 
national symbols. Targets can be “hard” or “soft.” A 
military base with nuclear weapons would probably 
be “hard,” too well guarded to be worth the effort, de- 
spite its importance. On the other hand, a relatively 
“soft” target, such as an office building, sports sta- 
dium, or shopping mall, can be attractive. 

Terrorists choose the form of the attack, adapting 
the means to their capabilities. If they have firearms, 
they can choose to attack with these. If they have 
gasoline or other flammables, they can employ these 
with devastating effect. 

Terrorists have limited means, and are often forced 
to operate on a shoestring. They don’t have large ar- 
mies, powerful air forces, and worldwide naval forces. 
Their focus is on making do with less. This is why the 
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September 11 airliner attack was with knives and 
boxcutters as primary weapons. There is a bias to- 
wards simple forms of attack. While the government 
focused on crop-dusting aircraft for dispersing biologi- 
cal agents, there were several anthrax-contaminated 
envelopes received through the mail at media centers 
along the east coast. These included American Media, 
NBC News, and the New York Post. Various govern- 
ment officials, including members of Congress, also 
received anthrax-laced letters. 

The number of anthrax cases were few, and fatali- 
ties fewer. The body count was less than those struck 
by lightning or killed by bears. Unlike Robin Cook’s 
fictional terrorists, who had enough anthrax spores to 
infect an entire building, real-life terrorists appear to 
have very little. The total amount of anthrax used was 
tiny, perhaps the contents of a small vial. The amount 
spent on postage was a few dollars. Yet, the multiplier 
effect caused a tremendous amount of disruption. 

Another practical example was the firing of a rifle 
bullet into the Trans-Alaska oil pipeline on October 5, 
2001. The suspect was allegedly drunk at the time, 
and not connected to any terrorist group, but the ex- 
ample shows how easy it is to cause serious damage to 
an 800-mile long oil pipeline.! 

In 1978, someone used explosives to blow a hole in 
the pipeline, causing a spill of 670,000 gallons. There 
was no arrest in that case.” 
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The Panic Reaction 


Within an hour after the airliner hit the World 
Trade Center, the federal government ordered the 
grounding of all airliners in American airspace. The 
U.S. Air Force ordered jet fighters into the air to shoot 
down any airliner that appeared to be a threat. 

Even after air travel was resumed several days 
later, passenger traffic was down by about 70 percent. 
The airlines responded with massive layoffs, calculat- 
ing that they would not be returning to more than 80 
percent of their pre-attack volume. 

Many Americans demonstrated a reluctance to fly 
after the attack. Despite fare cuts, passengers stayed 
away from the airports and airliners. The panic also 
spread to aircrews. There were some mentions in the 
media about flight attendants and other crew mem- 
bers refusing to fly, or even quitting their jobs, but 
both airline management and the labor unions in- 
volved refused to discuss this at all. 

Part of the panic reaction was anxiety over other in- 
cidents that might be the result of terrorist attacks. 
When a 63-year-old man died in Florida from anthrax, 
it was admitted in the media that “the case raised 
fears of a biological attack,” but it at first appeared to 
be an individual case.3 

After the case was reported, agents of the FBI and 
the Centers for Disease Control searched the man’s 
house and workplace. They found anthrax in his 
workplace, and one of his fellow employees fell ill with 
anthrax. Another was infected, but did not develop 
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anthrax because of treatment with antibiotics. One 
reason for this concern was that there had been re- 
ports that Mohamed Atta, one of the airliner hijack- 
ers, had rented aircraft at a nearby flight school. He 
and the other hijackers had also reportedly inquired 
about crop-dusting aircraft stationed in the area. 

The anthrax threat remains a serious concern, even 
though the FBI stated that it could find no connection 
between the Florida outbreak and the events of Sep- 
tember 11th. Days later, after anthrax had been re- 
ported in the offices of NBC News and The New York 
Post in New York, the level of concern had risen. 
There had been no anthrax deaths in the United 
States for 25 years, and suddenly there were three 
outbreaks of the disease within a week. Later, an- 
thrax-laden letters arrived at the offices of two sena- 
tors. Although the origins of the anthrax bacteria re- 
mained murky, the timing caused great concern. Sev- 
eral other anthrax cases turned up in the United 
States during the following weeks, and several deaths 
followed, which caused even more concern. 

Government officials prescribed the antibiotic 
“Cipro” as a treatment and a preventative for people 
who had been exposed to anthrax. This immediately 
caused a run on the drug, and when it became clear 
that there might be a shortage, government spokes- 
men stated that “Doxycycline” would be as effective 
and much less expensive. To make it worse, the gov- 
ernment had just bought millions of doses of Cipro, 
bringing up the questions of what other factors went 
into that decision, and what the government was go- 
ing to do with all the unnecessary Cipro.4 
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Another approach to the problem was a recommen- 
dation by Department of Health and Human Services 
Secretary Tommy Thompson that people get flu shots. 
This was based on the rationale that flu has symp- 
toms similar to anthrax, and that the medical system 
might be overloaded with flu patients who thought 
they had anthrax. However, the Centers for Disease 
Control stated the opposite, that people should not 
rush to get flu shots because this might cause a short- 
age of vaccine for those who were most at risk for the 
flu. 

Rumors fly after a sensational incident, and there 
were rumors and “urban legends” about further ter- 
rorist incidents after the airline attack. Some people 
passed on alarming e-mails about viruses sent in blue 
envelopes. Others forwarded e-mails about a terrorist 
attack allegedly planned to hit unnamed shopping 
malls on Halloween. That did not happen. The man- 
ager of a major private security agency in Albuquer- 
que, New Mexico, stated that he’d heard a warning 
about a terrorist attack planned for that city on Octo- 
ber 9, 2001. Again, that attack did not happen. 

Even before the September 11 attacks, anxieties 
over workplace violence and other security concerns 
had led to the build-up of a force of 745,000 private 
security guards in the country. This is “security” on 
the cheap, because unfortunately, these security 
guards are usually poorly screened, poorly trained, 
and poorly paid. This is why few security guards enter 
into the work as a career.® 
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Threats and “Copycat” Crimes 


Law enforcement officials hate to see sensational 
types of crimes given much exposure in the media be- 
cause they know that this will stimulate weak-minded 
or mentally disturbed people into committing similar 
crimes. During the first week of October, almost a 
month after the airline attacks, a man slashed the 
throat of a Greyhound bus driver in Tennessee, caus- 
ing a crash that killed six people, including himself. A 
couple of days after the incident, the bus driver (who 
had survived the attack) stated that buses were safe.7 

About two weeks later, a man aboard a Greyhound 
bus just east of Salt Lake City, Utah, ranted and tried 
to take the wheel from the driver, stating that he was 
going to capsize the bus. Passengers subdued him, 
and he was arrested later that day with his girlfriend 
after fleeing the scene.8 

There was also an attack against the pilot of a 
medical flight in New Mexico, and a mentally de- 
ranged man tried to force his way into the cockpit of 
an airliner before being beaten down by passengers. 
Other similar incidents dotted the landscape during 
the aftermath. Most recently, a teenage boy crashed a 
small civilian airplane into the Bank of America 
building in Tampa, Florida, killing himself but no one 
else. 

Threats of all kinds increased dramatically. A crisis 
brings out the best in some people but, sadly, the 
worst in others. Hoax anthrax letters began to show 
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up at businesses. Telephoned bomb threats forced the 
evacuation of workplaces. 

A 23-year-old male sprayed a liquid from a pump- 
action bottle, later identified as a cleaner, inside a 
subway station on Tuesday, October 9, 2001. Police 
took the man into custody, while fire department haz- 
ardous materials (HAZMAT) teams decontaminated 
the area and washed down passengers wet from the 
spray. Preliminary investigation suggested that the 
man was not connected with terrorists.® 

Alarm set in when an employee of the Internal 
Revenue Service office in Covington, Kentucky, 
opened a letter police would describe only as “suspi- 
cious.” HAZMAT squads worked to decontaminate 
employees, and the employee who opened the letter 
was sent to a hospital for further decontamination, 
but Covington Police Captain Mike Kraft said no 
harmful substance was found in the letter.!° 


Terrorists Are Clandestine 


The United States provides a good and even hospi- 
table environment for terrorists to operate because its 
borders are so porous and travel within the country is 
so easv. Illegal immigrants sneak in every day from 
Mexico. Others enter through Canada, which has bor- 
der controls even more inadequate than ours. 

Once inside, foreign terrorists establish residences 
in large cities, and try to blend in with the rest of the 
population. Small towns in lily-white areas of the 
country are not suitable because ethnic types would 
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stand out, and everyone knows everybody else. Disap- 
pearing in large cities is easy, because dark skins and 
foreign accents are common in this country. However, 
not all terrorists are from foreign countries. 

As noted before, Islamic people come in all shapes, 
sizes, and ethnic groups. The United States has about 
six million followers of Islam within its borders right 
now, and most are American citizens. This offers a re- 
cruitment pool for terrorists, as not all of the many 
Muslim Americans are happy with their government. 

Our homegrown terrorists also come in different 
types. We have anti-abortionists, animals’ rights 
groups, anti-logging activists, and many others. All of 
these have, at times, conducted terrorist actions. After 
the initial anthrax letters, there was a rash of hoax 
letters sent to abortion clinics. 

This complicates the problem for the government. 
It’s not always easy to place suspicion for a terrorist 
act. At times it seems obvious, as when someone 
blows up an abortion clinic. However, if someone as- 
sassinates the CEO of a pharmaceutical company, 
suspicion becomes tricky because the evidence is often 
ambiguous. Are the suspects members of an animal- 
rights group, because the company performed expert- 
ments on animals? Was it an Islamic terrorist, be- 
cause the CEO was Jewish? Was it by a militia group, 
because of the CEO’s political views? Was it because 
the victim was on the Planned Parenthood board of 
directors? 

Travel within the United States is very easy, and 
usually unobstructed by police. Many Americans 
would not be surprised to hear that in the old Soviet 
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Union, an internal passport was required to travel, 
and that police checked travel documents at railway 
stations and airports. Many Americans would be sur- 
prised to learn that French police pick up hotel regis- 
tration cards every day to check on people staying in 
hotels. We have no such procedures here. The airports 
have some sort of “security,” and as we’ve seen, that’s 
not very effective.!! 
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easy it would be if someone were seriously inter- 
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Part Il 
Protecting Yourself 


It’s important to take a clear and dispassionate look 
at the threat terrorism poses to you and your family. 
Despite media noise, not all Americans are in the line 
of fire, and not all are affected the same way. Let’s 
avoid the shrill tone of the media and put the risk in 
perspective. The September 11‘ attack killed about 
3,000 people out of over 8 million New Yorkers and 
about 400 more people at the Pentagon and on board 
the airliners. Well over twice this number die in con- 
ventional murders each year in this country. Over 
40,000 people die each year in traffic accidents. How- 
ever, this country contains over 280 million people. 

Keep these facts and figures in mind because it’s 
important not to panic in a crisis. The main product of 
terrorists is not a body count, not structures de- 
stroyed, but terror. Terrorists create an aura of fear 
by making people afraid that they might momentarily 
become targets, but as we can easily see, your odds of 
personal survival are pretty good. If you can keep 
calm before, during, and after an attack, you'll en- 
hance your chances. Take the time to plan, while oth- 
ers are giving in to panic. 


The dangers of terrorism depend a lot on who you 
are, where you live, and how you conduct your life- 
style. Luck also makes a difference. We'll discuss 
these factors in detail in the following chapters. First, 
let’s see what you can expect from your government. 
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Chapter 6 
Can Government Protect You? 


Newly appointed Director Tom Ridge, of the Office 
for Homeland Security, stated on October 18, 2001, 
that: “The American people can have confidence that 
their government is working around the clock to pro- 
tect them.” He said this at a time when new anthrax 
cases were turning up in different areas and nobody 
was able to say when the anthrax assault would end.} 

Meanwhile, there were concerns expressed that 
highly contagious smallpox would be the next biologi- 
cal agent used, and there were not enough doses of 
vaccine to protect the American population. Actually, 
nobody knew where the next round of terrorist blows 
would fall. 

Today, you see federal buildings with armed guards, 
concrete barriers, and several rings of protection. 
However, your home, workplace, and your children’s 
school have no such protection. The Pentagon, several 
years ago, began a much-publicized training program 
to prepare American cities-to cope with various forms 
of terrorist attacks. However, this program did not 
prepare cities to defend against what actually hap- 
pened. 
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Let’s recognize a very important point: The govern- 
ment can’t protect you. The government may arrange 
your funeral afterward, but it cannot prevent terror- 
ism. This is as true of terrorism as it is of crime. Re- 
member the old saying, “Send for a police officer, then 
send for a pizza. See which arrives first.” 

Let’s also look at another important point: The basic 
fact is that the government doesn’t care as much 
about protecting you as it does about protecting itself. 
We saw this during the Cold War, in the government’s 
response to the prospect of a nuclear attack. There 
were extensive bunkers and other sophisticated facili- 
ties built underground in various locales around the 
country, stocked with food and other supplies to en- 
sure the survival of government leaders. Lower-level 
government employees would have had to fend for 
themselves. “Civil Defense” for ordinary citizens was 
stocking of some basements in major cities with food 
and water for two weeks’ fall-out protection, and the 
distribution of booklets on how to dig fallout shelters. 

We saw a recent example of how the government 
really operates when a Senate Office Building re- 
ceived two anthrax-laden letters. Senators quickly got 
tested for anthrax, and the government checked their 
offices for contamination. However, the postal workers 
at the facilities that had handled their mail were not 
checked until weeks afterward, and two postal work- 
ers died of anthrax. One postal worker was quoted as 
saying: “It shows you that Congress really cares about 
themselves first; they don’t care about the people.”2 
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There is great concern about terrorist use of chemi- 
cal and biological warfare. There exists a vaccine for 
anthrax, a biological agent, but until recently it’s been 
available only to the military.2 The government has 
now offered the vaccine to postal workers who’ve been 
exposed to anthrax. 

There is also concern among federal and local law 
enforcement officials about chemical agents being 
used in terrorist attacks. Despite this, the government 
has issued no gas masks to American civilians. In Is- 
rael, the government issued gas masks to its citizens 
when Scud missiles began coming over from Iraq dur- 
ing the 1991 Gulf War. 

The Department of Defense and the Federal Emer- 
gency Management Agency (FEMA) have trained Na- 
tional Guard units in various cities on how to recog- 
nize nuclear, chemical, and biological warfare. In 
practice, they are not equipped to handle mass casual- 
ties because they’re numerically too small. If you and 
your family become casualties, don’t expect prompt 
treatment, as emergency facilities in your area will be 
strained. 

Albuquerque, New Mexico, is a medium-sized city of 
almost 500,000 people, and it has many hospitals. 
However, Albuquerque’s emergency rooms can treat 
only about 30 people at one time. Patients go through 
a process called “triage,” a French term that means 
“sorting,” to determine who gets treated first. The rest 
would have to wait, and in some cases, do without. 

Roughly, triage sorts patients into three levels of 
priority: 

1. Those who need immediate treatment to survive. 
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2. Those with injuries that do not require immediate 
attention for survival. 

3. Those who are so seriously injured that they'll die 
no matter what is done to help them. 

Category 1 obviously gets immediate medical atten- 
tion, depending on available resources. 

Category 2 has to wait, and patients may simply re- 
ceive painkillers until they can get treatment. 

Category 3 won’t receive any medical attention, but 
may receive sedatives and/or painkillers until they 
die. 

It’s important to note that even Category 1 patients 
may not receive immediate treatment. Even in a city 
of modest size, such as Albuquerque, a bomb in one of 
its many hotels could easily produce 500 serious casu- 
alties requiring immediate treatment to survive 
(Category 1). Thirty of these could receive immediate 
attention, assuming that no other seriously ill pa- 
tients were in the emergency rooms that day. The rest 
would wait, or might receive some attention at impro- 
vised aid stations or dispensaries. 

A notable exception to this was the World Trade 
Center attack, which actually did not saturate New 
York City’s medical facilities. The reason was that 
there were so few Category 1 patients. Most people in 
the two towers when the aircraft struck either es- 
caped uninjured or were killed outright. 
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Airline Safety 


Airline safety is the perfect case study that shows 
clearly that the government actually cannot protect 
even a clearly defined set of high-profile targets. 
We've seen how the airline “security” system failed to 
prevent the airborne attacks of September 11th. And 
despite enhanced security, there were incidents of 
various sorts aboard airliners after airliners were 
once again allowed to fly. Newspaper reporters testing 
the system were able to smuggle contraband of vari- 
ous types aboard aircraft during early October 2001. 
Later that month, it became even clearer that airline 
security 1s a joke when a man boarded a Southwest 
Airlines plane in New Orleans on October 23, 2001, 
carrying a loaded gun he’d forgotten to take out of his 
briefcase. Somehow the briefcase had passed through 
the airport security X-ray machine without detection.4 

An important concern has been smuggling of explo- 
sives aboard airliners. Ever since the destruction of 
the Pan American airliner over Lockerbie in 1988, 
some airlines have taken precautions to prevent a re- 
currence. The Pan American flight was destroyed by a 
bomb in the check-in luggage of a passenger who left 
the airplane in London. The most effective tactic has 
been to check the luggage taken aboard with the pas- 
senger list. Any bags that don’t match a passenger 
who is physically aboard the airliner are automati- 
cally suspect, and taken off the airplane. However, 
since the suicide attacks of September 11t*, we know 
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this might be inadequate, as a terrorist might well 
check in a bomb and ride the airliner to its doom. 

There exist electronic “bomb sniffers,” designed to 
detect a variety of explosives. These pick up on nitrate 
fumes emitted by various explosive compounds. How- 
ever, the Transportation Department’s Inspector Gen- 
eral reported to Congress after the September 11 at- 
tack that the nation’s 20 highest-risk airports, which 
have electronic bomb sniffers, aren’t using them con- 
tinually.® 

The Federal Aviation Administration has spent 
$441 million to buy 164 of these bomb sniffers, 
planned for deployment at almost 50 airports. How- 
ever, about 20 have not yet been deployed, and are in 
storage. The ones in use are being employed to scan 
luggage in cases of passengers who fit a certain profile 
or who exhibit other signs that make them suspicious. 
Some passengers are being selected at random for 
testing. 

Here’s the dirty little secret about these high-tech 
machines: They can give high rates of false alarms, 
and this renders them almost useless. The reason is 
that nitrates, which set off the sniffers, are common in 
our society. A passenger who has just fertilized his 
lawn with nitrate fertilizer and spilled some on his 
shoes can cause a positive reading by walking through 
the machine. This also means that it’s extraordinarily 
easy to render a bomb-sniffing machine inoperable on 
purpose by “seeding” nitrate compounds in the airport 
outside the security checkpoints. Passengers will 
track the compounds in on the soles of their shoes, 
causing repeated false alarms and slowing the secu- 
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rity clearing process. If they put their luggage on the 
floor, the cases will pick up enough traces of nitrates 
to cause a positive reading. When the operators real- 
ize the machine is giving repeated “false positives,” 
they will stop bothering to use the bomb-detector. 
This is the same trick that drug smugglers have used 
to fool drug-sniffing dogs. 

Arming pilots is a solution suggested by some, such 
as the Airline Pilots’ Association, but vigorously op- 
posed by others. Some people truly fear firearms in 
the cockpit, even in the hands of pilots. However, an- 
other step was taken by Mesa Airlines, operating out 
of Albuquerque, New Mexico. This company an- 
nounced that it had begun to train pilots and other 
airborne security personnel with the M26 Advanced 
Taser electronic stun gun.® 

Airline safety is not quite a farce, but it’s not as ef- 
fective as many passengers believe. Airlines are inter- 
ested in profits more than safety. This is why, during 
the years preceding the World Trade Center attack, 
they had equipped airliners only with lap belts, while 
passenger automobiles all had shoulder belts. This is 
why, during a period when auto manufacturers were 
equipping their vehicles with airbags, airlines did not 
install them in airliners’ seats because they would 
cost more and would take up space into which they 
could cram a few more passengers. This is why, after 
a series of incidents with agitated drunk passengers, 
airlines did not move to ban alcohol on flights the way 
they had banned smoking. Airlines do not sell tobacco 
products but they do earn many millions of dollars 
selling overpriced booze to their passengers. 
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There is a “secure luggage container” designed to 
contain a bomb blast within an airliner, but this is not 
in widespread use. Its weight and cost are powerful 
deterrents to profit-oriented airlines. 


The Limits of Intelligence Gathering 


After the airliner attacks, there were demands by 
both government officials and media commentators 
for increased “human intelligence,” information gath- 
ering by a network of spies as contrasted with satel- 
lite photography and other technical means. The ra- 
tionale behind this was that our government spends a 
lot of effort mapping our adversaries’ capabilities, but 
not enough discovering their intentions. The hope was 
that increased intelligence collection would provide 
more early warning of an attack. 

This wasn’t the first time that there had been criti- 
cism of American intelligence gathering. The US. 
Congress’s House Intelligence Committee had issued 
a critical report on May 17, 2000, that indicated that 
the CIA was fundamentally defective in various ways, 
and that this had led to several serious errors. The er- 
rors included the bombing of the Chinese Embassy in 
Belgrade, and the failure to predict the testing of nu- 
clear weapons by India. 

One problem was that human intelligence resources 
were stretched too thinly, responding to one crisis af- 
ter another, to be able to gain an overall picture of 
world events. However, even technical intelligence 
methods came under criticism. Citing problems with 
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the computers processing images from satellites, the 
committee also pointed out that the National Security 
Agency’s computers were deficient and unable to keep 
up with new means of communications. The U.S. 
State Department came in for its share of flak, be- 
cause it had delayed informing the FBI of the loss of a 
laptop computer containing classified material. Only 
when the computer’s disappearance appeared in the 
press did the State Department own up to its loss. 

Satellite photography, electronic eavesdropping, and 
other technical means of gathering information can 
show where an enemy’s cities are, where his training 
camps, airfields, and other facilities are disposed, and 
even the number of people staffing them. Electronic 
eavesdropping, especially on cellular telephones, can 
provide valuable clues as well. However, none of these 
methods can show reliably what is in the mind of the 
enemy, in other words, what he intends to do. Today, 
almost everybody with a cellular telephone under- 
stands how vulnerable conversations are to intercep- 
tion. We can take it for granted that important terror- 
ist communications, such as strike plans, are deliv- 
ered by hand, not put out on the radio. The final or- 
der, a code word, is meaningless to anyone who inter- 
cepts it. 

The same goes for another method of intelligence 
gathering, monitoring “terrorist” bulletin boards on 
the Internet. Various government agencies trawl for 
information by logging on to bulletin boards and Web 
sites supposedly operated hy terrorist groups or 
groups that are suspect because of their political 
views. Much of this effort is wasted, because serious 
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terrorists are not going to post their plans on an 
Internet Web site. One of the most publicized terror- 
ists of recent years was the “Unabomber,” who lived in 
a shack in Montana, had no electricity, and certainly 
no Internet connection. In fact, many of these sites 
are operated by “wannabes,” people who dabble in po- 
litical rhetoric or discuss terrorism, but never do it. 

A reliable spy in the enemy camp can provide timely 
and valuable information about where the enemy in- 
tends to strike next. Even assuming that the Ameri- 
can intelligence establishment can recruit such people 
in the heart of a foreign culture and clandestine 
movement, there are two serious limitations. 

The first is that after the spy reveals an enemy’s 
plans, allowing us to frustrate them, the enemy will 
consider the possibility of a leak and begin a counter- 
intelligence operation to discover it. As such informa- 
tion is closely held, released only on a need-to-know 
basis, the first step will be to compile a list of those 
who were party to the compromised plan. From this, 
further investigation will almost inevitably reveal the 
leak. 

The longer such an agent operates, the more certain 
it becomes that he’ll reveal himself. If he betrays a 
second operation, the counter-intelligence officers will 
compile a second list of those who knew. Comparing 
the two lists produces a short list of those who were 
able to leak both times. 

A short-cut method of catching this sort of spy is to 
provide different information to each person on the 
suspect list. This need not be the details of an actual 
strike, but fictitious information designed to make the 
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target country react. One suspect is fed the informa- 
tion that a strike against the target country’s airports 
will take place next week. Another suspect is told that 
the strike will be against the nation’s capital. Yet an- 
other suspect is led to believe that the action will be 
against the target’s naval forces, etc. Simple observa- 
tion will reveal where the target nation beefs up secu- 
rity in response to the doctored information. 

The second limitation is faked intelligence. Spies 
and informers tend to be venal, and will sometimes 
make up information to collect payment if they think 
they can get away with it. Worse, an enemy who has 
uncovered a spy may decide not to execute him, but to 
“nlay him back” against his employers, feeding him 
false information. 

We've noted that the FBI has issued several warn- 
ings about impending terrorist attacks against the 
United States or its overseas facilities. One was dur- 
ing the week of October 8, 2001, asking that the na- 
tion’s law enforcement agencies go on the highest 
state of alertness. According to media reports, the in- 
formation was unspecific.” 

Most have turned out to be so vague as to be almost 
useless. The public version of the “alert” of October 29 
also was very unspecific, drawing criticism that it was 
useless. However, California Governor Gray Davis or- 
dered National Guard troops to patrol several bridges, 
such as the Golden Gate, stating that the FBI had 
“credible evidence” of the danger to California’s 
bridges. President Bush stated that he supported 
Governor Davis’s actions.® 
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Another problem is that most alarms have turned 
out to be false. We can only speculate whether these 
alerts were the results of false information invented 
by greedy informers, or the results of false informa- 
tion fed to these agents to mislead us. Such a false 
alarm might have been the threat against California’s 
bridges. The FBI stated that the information about 
the threatened attacks on the bridges was “uncorrobo- 
rated.”® In fact, no attack materialized against Calli- 
fornia’s bridges. 

False alarms have their purpose for the terrorists. 
They result in warnings to security organizations to 
raise their alertness, assign more guards, and to pay 
overtime protecting various facilities. “Crying wolf’ is 
costly, and it also leads to complacency. It’s inevitable 
that guards become tired. It’s also inevitable that 
they'll become less alert after a series of false alarms. 
The false alarm technique is a cheap and easy way of 
desensitizing a target country’s security forces and 
rendering them less alert, thereby making it easier to 
defeat or bypass them when the actual attack comes. 

Another danger, against whom conventional intelli- 
gence methods are ineffective, is the “lone wolf’ ter- 
rorist, such as the “Unabomber.” The lone wolf does 
not form part of a group or cell, does not set up a Web 
site, and does not confide in others. There is no way to 
find out his intentions, and the only technique avail- 
able is psychological profiling, which provides an in- 
sight into his personality, deduced from his method of 
operation. While this provides an insight into what’s 
in his head, it does not provide his name and address, 
and the limitations of profiling become obvious when 
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we look at the Unabomber case. He eluded identifica- 
tion for 18 years, and the FBI didn’t have a clue re- 
garding his identity until his brother informed them 
that the phrasing in the “Manifesto” was similar to 
phrasing used by his brother. 

A “lone wolf’ was apparently responsible for the de- 
railing of an Amtrak train near Hyder, Arizona, in 
1995. The perpetrator had left a one-page letter near 
the site signed “Son of Gestapo,” but this was the only 
clue. 


Our Porous Borders 


Our southern border with Mexico is so porous that 
its a conduit for illegal immigrants and the illegal 
drug traffic. We have over 9,000 customs agents, bor- 
der patrol officers, soldiers, and marines patrolling 
this border, yet the traffic seems to continue un- 
abated. 

Our 4,000-mile border with Canada, is the longest 
demilitarized border in the world, and has been so 
since it was established by the Treaty of the Great 
Lakes in 1817. By contrast with the Mexican border, 
it’s very sparsely guarded, making it even more po- 
rous than the Mexican border. For very good reasons, 
the United States considers Canada a valuable friend 
and ally, but in many ways Canada is a staging 
ground for terrorists planning to attack its southern 
neighbor. 

Several terrorist organizations have bases in Can-. 
ada, including Al-Qaeda, the terrorist group associ- 
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ated with the September 11 attacks and before that 
with the attempted smuggling of explosives and deto- 
nators into the United States.1° 

Contributing to the problem is Canada’s very liberal 
immigration policy. This makes American immigra- 
tion policy appear very restrictive. Canadians accept 
people from almost anywhere for a variety of reasons 
and via various mechanisms, including tourism, im- 
migration, temporary labor permits, student visas, 
and claiming refugee status. The standards for refu- 
gee status are very liberal, and the way Canadian 
laws are structured, the burden of proof is on the gov- 
ernment to prove that a recent arrival is not entitled 
to refugee status. Additionally, gaining Canadian citi- 
zenship by a marriage of convenience is another way, 
and finally, some enter illegally. 

Canada is sparsely policed, partly because its huge 
land mass is not very habitable. However, Canadians 
are largely law-abiding people, and Canadians don’t 
feel the need to have a powerful law enforcement es- 
tablishment as does the United States. For various 
reasons relating to politics, Canadian agencies are not 
very effective or well-trained, and this is a major rea- 
son why refugees and illegal immigrants can remain 
in Canada with little fear of apprehension and depor- 
tation. 

Canada has a high standard of living, and terrorist 
groups can exploit it to raise money for the cause. Not 
only is a lot of money available, but Canadian law 
makes money laundering very easy compared to the 
United States.!2 
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Another important aspect is the way terrorists treat 
their host country. They are careful not to dirty their 
own backyard. In this manner, Canada shares an atti- 
tude with most other countries in the world. It takes 
crimes committed outside its borders less seriously 
than crimes committed within. This is particularly 
true of non-violent crimes, such as counterfeiting. In 
many countries, counterfeiting the currency is highly 
illegal and severely punished, but counterfeiting an- 
other country’s money is taken much less seriously. In 
some countries, it’s not even illegal. 

Terrorists find it easier to procure chemical and bio- 
logical supplies in Canada, especially “dual-use” 
products that have both a legitimate use and a de- 
structive one. For example, nitrate fertilizer is easier 
to obtain in Canada.!8 

The United States is not very effective in preventing 
illegal immigration, drug trafficking, and the influx of 
terrorists under various pretexts. Traditional anti- 
terrorist methods include careful screening at ports of 
entry. Customs officers carefully scrutinize people 
with passports from countries hostile to the United 
States. They also follow up on immigrants from sus- 
pect countries. National Security Decision Directive 
207 provides for deportation of aliens violating immi- 
gration laws, or those who are politically active, hold- 
ing jobs illegally, and of course, those who commit 
crimes. 

We’ve seen very plainly that these controls don't 
work well. So many people have legally entered the 
United States in recent years that it’s impossible to 
keep track of them all. Also, many have entered ille- 
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gally, because our borders are so porous and infiltrat- 
ing terrorists among those simply seeking work is 
very easy. 

Stopping the infiltration of terrorists would require 
incredibly tight port of entry controls, national iden- 
tity cards, checkpoints at all airports, train and bus 
stations, and checkpoints on streets and roads. Like 
the Chinese “one child per family” policy, this would 
be very oppressive to Americans, and probably would 
be impossible to enforce. 

Another serious problem is trucks originating in 
Mexico crossing our southern border into Texas, New 
Mexico, Arizona, and California. There have been 
some restrictions on this cross-border traffic, mainly 
out of safety concerns, but there’s been steady pres- 
sure to open the border freely to Mexican truck traffic 
to encourage trade. Any effective program to inspect 
these trucks for harmful materials would seriously 
hamper the crossings, while letting them pass under 
the current program of superficial inspection inevita- 
bly will allow smuggling of materials by terrorists. 


Law Enforcement 


Governor Tom Ridge of Pennsylvania was not a ter- 
rorism expert. However, President Bush appointed 
him to head the newly created “Office of Homeland 
Security.” While this may appear tobe a positive step, 
critics immediately observed its similarity to the 
“Czar” of the “War on Drugs,” a post that has been a 
refuge for political hacks for over two decades. We 
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have seen a succession of truly mediocre people filling 
this largely ceremonial post, each promising to solve 
the problem but accomplishing absolutely nothing. 

The “Drug Czar” has nominal rank, but no author- 
ity. Likewise, the new Home Security Director has no 
statutory authority over any of the intelligence and 
law enforcement agencies he supposedly oversees. 
Tom Ridge did assure the public that his office is right 
down the hall from the Commander-in-Chief and that 
he has full access to the President, but only time will 
tell if he can be effective. 

The FBI appears to be the premier American law 
enforcement agency, the one that spearheads and co- 
ordinates efforts against terrorists. However, the 
FBI’s record is spotty, especially against foreign 
agents. One of the FBI’s first successes during World 
War II was the apprehension of eight German sabo- 
teurs landing on American soil by submarine, in “Op- 
eration Pastorius.” However, this success was not the 
result of an intensive investigation. One of the sabo- 
teurs got cold feet and gave himself up to the FBI 
days after he had landed in the U.S., and he gave up 
his companions as well. 

While concerned with World War II, the FBI ap- 
peared unable to cope with the extensive Soviet es- 
pionage effort to obtain information about the atomic 
bomb. Indeed, the FBI did not even begin arresting 
some who had been involved until after the Soviets 
had detonated their first bomb. The FBI and the Jus- 
tice Department were able to prosecute only a few of 
those who had taken part, mostly small fry. Most of 
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the principal players got away. The pattern continued 
long after the much-publicized spy trials. 

For 20 years, members of the Johnny Walker spy 
ring sold details of American Navy cryptographic de- 
vices to the Soviets without the FBI detecting them. 
Only after John Walker had retired from the U.S. 
Navy, and his estranged wife had turned him in, did 
the FBI act. Walker was apprehended, tried, and con- 
victed long after most of the damage had been done. 

Even against domestic terrorists, the FBI’s record is 
poor. The Unabomber had an 18-year career before 
his brother turned him in to the FBI. Unfortunately, 
local law enforcement often does no better. New York 
City’s “Mad Bomber” set bombs around New York for 
16 years before the police arrested him. 

When the FBI investigated the October 9, 1995, 
Amtrak derailment near Hyder, Arizona, agents 
asked residents in the nearby community if they knew 
of anyone who was prejudiced, drove a pick-up truck, 
or wore a cowboy hat. One person interviewed by 
agents stated that those characteristics would fit al- 
most everyone in the small community.'4 

Part of the reason the FBI's effectiveness is ques- 
tionable is the elitist attitude of the Bureau and its 
agents. Despite assurances by Attorney General John 
Ashcroft and FBI Director Robert Mueller that the 
feds are cooperating with local agencies, nothing has 
changed. For years, local police have found that “coop- 
eration” with the FBI has been a one-way street. 
Some local police officers have been outspoken enough 
to complain publicly that the FBI isn’t sharing infor- 
mation about the current effort against terrorists. Mi- 
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chael Chitwood, Chief of Police in Portland, Maine, 
stated that, “They’re not sharing anything with any- 
body.”15 

The FBI’s secretiveness caused a minor firestorm 
during the early days of November, 2001, when it is- 
sued an alert that terrorists might be planning an at- 
tack against California’s bridges. Governor Gray 
Davis ordered out National Guard troops to patrol the 
bridges, and went public with the warning. However 
much FBI officials might have been perturbed by this 
development, President Bush came out in support of 
the Governor’s actions. 16 

Can federal and local police even manage an intelli- 
gence effort to obtain early warning of attacks? This is 
uncertain. The FBI had begun surveillance of the ter- 
rorist group that carried out the World Trade Center 
bombing of 1993 four years before the attack took 
place. At the trial, it came out that the FBI had placed 
wiretaps on member’s telephones. An informer, Emad 
Salem, said that he had warned the FBI that “a major 
bombing was imminent,” yet the bombing took place. 

As we've seen, a warning is useful only if it’s spe- 
cific, naming a particular place and time. A vague 
warning is almost useless, and in some ways worse 
than useless because it dissipates resources. Warn- 
ings of terrorist attacks have almost always been too 
vague to be useful, and as recent history has shown, 
often false alarms. 
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Government Spin Doctors 


The U.S. Government has two conflicting needs re- 
garding the effort against terrorism: It must reassure 
the American people that the government can protect 
them, and it must maintain the motivation of the peo- 
ple to support the undeclared war against terrorism. 
As part of the effort, government officials, such as At- 
torney General Ashcroft and new FBI Director Robert 
Mueller, have called for and received more authority 
to eavesdrop on telephone and e-mail traffic, and 
other government officials have called for a national 
ID card. 

This would, in theory, be a single “smart card” with 
the bearer’s photograph for quick identification on the 
front. The reverse side would have a magnetic stripe 
or a microchip containing further identification data. 
The high-tech stripe or chip would make the card 
harder to forge, and if it contained a digitized finger- 
print, harder to misappropriate.!7 

Keeping people’s motivation pumped up is the 
harder task. The government took a further step in 
late October when Postmaster General John Potter 
stated that “the threat is in the mail,” and that “there 
are no guarantees that the mail is safe.’’!8 

This was designed to make all Americans feel 
threatened, and to ignore the basic fact that the an- 
thrax mailings have been only along the East Coast, 
and directed at media and government figures. This is 
the same strategy used by the AIDS lobby during the 
last century. AIDS advocates seeking to shake grants 
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loose from the government money tree tried to con- 
vince the American people that they were all vulner- 
able to the disease. The real fact is that American 
AIDS victims are mainly homosexuals and injected 
drug users. However, the “big lie” technique worked 
and the AIDS lobby received more research money 
than those working on diseases that kill many more 
people. 

It’s a well-known historical fact that an outside 
threat tends to unite nations, and push people to line 
up behind their government leaders. This is the sort 
of atmosphere the control freaks in the government 
want, so that they may push their agendas with 
minimal opposition. We'll discuss this some more 
later. 

Now that we’ve seen what the government can and 
cannot do to protect you, let’s see what we can expect 
from private security. 
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Chapter 7 
Private Security 


The shortcomings of conventional law enforcement 
have motivated many to turn to private security for 
protection. Private security officers can be useful in 
certain limited contexts. The presence of a security 
guard at the entrance to a “gated community” can de- 
ter some common criminals by his presence. Using se- 
curity guards to patrol the entrances and the perime- 
ter of a factory can reduce or eliminate thefts. A cor- 
porate security department can even reduce work- 
place violence. A detail of bodyguards, who prefer to 
be called “executive protection specialists,” can keep a 
businessman or entertainer safe by anticipating and 
avoiding threats. 

Beyond this, private security isn’t up to the task. 
Bold criininals have carried out many robberies by 
neutralizing security guards before carrying out their 
crimes. Assassinations and kidnappings of public and 
private figures have taken place in spite of the pres- 
ence of bodyguards. 

There are few states with serious state-mandated 
standards for private security officers. This is why 
some people derisively call security guards “rent-a- 
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cops.” A few states require a background check for a 
criminal record, and some require a specified number 
of hours of training. However, a criminal records 
check can only disclose arrests and convictions. It’s 
very unlikely to reveal extreme political leanings, and 
whether the subject is planning to take part in terror- 
ist acts. One very serious point is that a terrorist 
could easily obtain employment as a security guard, 
thereby gaining an “inside” approach to his target.! 

Private security guards are totally inadequate for 
protecting nuclear power plants, high-rises and other 
office buildings, or manufacturing plants. One reason 
is that most are unarmed. Another reason is that 
they're poorly trained and motivated. Even armed 
private security guards won't be much of an impedi- 
ment to a squad of terrorists, especially if the terror- 
ists have the determination to die during the attack. 

Many security managers are reluctant to arm their 
guards. They know that in the hands of poorly trained 
and motivated employees, firearms are more of a dan- 
ger than an asset. There are more instances of acci- 
dental and negligent discharge than of firearms used 
for their intended purpose. Corporate legal depart- 
ments also warn of the risk of liability through fire- 
arm misuse. 

A recent trend has been to hire private security 
guards to screen people and search packages and bags 
taken into public events such as concerts, sporting 
events, and even horse shows. People submit to 
searches because they've been persuaded that this 
“security” 1s supposed to protect the public against 
terrorists, but in fact it’s useless.2 
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Very important is the mind-set of private security 
specialists. They know that they cannot absolutely 
prevent a terrorist attack, which is why their main ef- 
fort is “target hardening.” In plain language, this 
means putting enough security in place around their 
area of responsibility so that the terrorist will move 
on to the facility down the block, or on the next street. 
They know that, other things being equal, terrorists 
will strike the easier target. The private security ex- 
ecutive who has deflected a terrorist attack to the 
next available target has fulfilled his responsibility to 
his employer. 

Some security devices help by enhancing the ability 
of a security force to observe vulnerable areas. Closed- 
circuit TV enables a single security officer to monitor 
many areas of a potential target, and to dispatch 
guards to cope with a security breach. Another func- 
tion is to capture a photographic record of an attack, 
and this can help in identifying the perpetrators dur- 
ing the investigation. A man who firebombed an abor- 
tion clinic was captured on videotape, and this helped 
bring his apprehension. However, cameras can’t pre- 
vent a serious attack. 

This is why you must consider yourself the first line 
of defense against terrorism. The future will probably 
play out in the same manner as the past. Private 
companies hire rent-a-cops. The United States has the 
military, the FBI, the Secret Service, the CIA, and 
other agencies, but they weren’t effective when the 
airliners crashed into the Pentagon and World Trade 
Center. At times, they can’t seem to be able to defend 
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themselves, so don’t expect them to be able to defend 
you if ever you're in peril. 


Notes 
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Chapter 8 
Stack the Odds in Your Favor 


There are ways to reduce the likelihood that you'll 
fall victim to terrorism. We’ll divide these into passive 
measures and active measures. Passive measures in- 
volve avoidance of risk patterns, to reduce the chances 
of falling victim. Active measures include tangible 
steps you can take to prepare to survive an attack. 


It’s Up to You 


The odds of your being caught in a terrorist attack 
are small. There are ways to reduce them further. 
There are also ways to improve your chances of sur- 
vival if yowre unlucky enough to be in the wrong 
place at the wrong time. You have to take a realistic 
look at your situation, and decide what you can do to 
protect yourself. 

It’s important to recognize that what passes for “se- 
curity” is often totally inadequate. A corporation may 
hire private security guards to screen people at the 
entrances, but this is more in the nature of a “feel- 
good” measure than real security. As we've seen, even 
after the enhanced security screening at the nation’s 
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airports, some people were able to bring knives and 
boxcutters on board airliners. 


Alarms, False Alarms, 
Bluffs, and Hoaxes 


The odds are very small that you, one person in a 
nation of over 281 million people, will be killed or 
even assaulted by terrorists. The major threat is not 
to your hfe, but to your lifestyle. Right now let’s look 
at one obvious and incontrovertible fact: It’s almost 
certain that your life will be affected somehow by a 
real alarm, false alarm, bluff, or hoax. 

Terrorists know that the main value of terrorism is 
not actual physical destruction, but disruption result- 
ing from terrorist acts. Their airliner attacks shut 
down the country’s air transport system for several 
days. A few letters with anthrax slowed mail deliver- 
ies. A power failure, whether accidental or induced, 
shuts down many systems, including traffic lights. 

As we've seen, terrorists don’t give any warning. 
They strike, and fade into the shadows to prepare for 
the next attack. Any warnings received by the au- 
thorities are likely to be bluffs by terrorists to en- 
hance the disruption. More likely, they'll be false 
alarms by hoax artists. 

You may find your mail delayed as a result of ter- 
rorism connected with or aimed at the postal system. 
Anthrax letters are one possibility that’s already hap- 
pened. Mailbox bombs are another. Bombs placed in 
post offices are a third prospect. Telephoned bomb and 
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anthrax threats are the most likely, though, piggy- 
backing on real-life events. All will interrupt or slow 
the mail. 

What does this mean to you? Nothing, if you receive 
only junk mail. It can mean a lot if you hold several 
credit card accounts, pay your mortgage by mail, or 
receive all or part of your income by mail. This is why 
you have to begin reducing your dependency on the 
postal system, and reduce your vulnerability to the 
side effects of terrorism. 

It’s smart to reduce your use ot credit cards. If the 
mail system falters and you don’t receive your bills in 
time, or your checks don’t arrive in time, you'll be h- 
able for interest charges. Credit card companies will 
want payment, and are not likely to consider it their 
patriotic duty to “forgive” late payments. 

Another way to pay bills is “Online Banking,” of- 
fered by some banks. We'll discuss this further in the 
section on telecommunications. 

Another problem with the mail system brought on 
by real threats or hoaxes is that the post office has 
begun using radiation to sterilize batches of mail they 
suspect contain anthrax. Irradiation kills anthrax 
spores, but it also harms undeveloped photographic 
film and magnetic media. Radiation fogs film, and the 
level of radiation required to sterilize mail will ruin 
any undeveloped film. Developed film end _ photo 
prints are not harmed by radiation. Credit cards and 
any magnetic media also suffer from irradiation. You 
may receive a credit card that doesn’t work when you 
insert it into a card reader, and this is a clue that it’s 
been subjected to a strong magnetic field or heavy 
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sterilizing radiation. You'll have the same problem if 
you send floppy disks through the mail. Other prob- 
lems would be medicine becoming ineffective or un- 
safe, gems changing color, ruining their quality, or 
books with pages stuck together because of ink that 
melted and then resolidified. 

You can avoid some of these annoyances by having 
your film developed locally, not by a mail-order ser- 
vice. You can also send computer information through 
the mail on a CD-ROM, as optical disks are immune 
to radiation damage. 

You may find your workday interrupted by a bomb 
scare. You and your fellow employees will have to 
evacuate the building and stay out of it until the po- 
lice have cleared it and satisfied themselves that 
there is no bomb. The chances of this happening are 
far greater than the chances of your being blown up 
by a terrorist bomb. If there has been a bomb detona- 
tion in your area recently, this increases the chances 
that someone will call in a bomb threat, and makes it 
almost certain that management and the police will 
take it seriously. 

At this point, consider whether your employer will 
pay you for the time lost from work resulting from the 
bomb scare. If he will, you won’t suffer any personal 
loss, but it increases the chances of a fellow employee 
who wants a break in his daily routine calling in a 
bomb threat. 

Even in relatively normal times, schools receive 
bomb threats. Most of the time, school administrators 
don’t evacuate the building because they know that 
evacuation would play into the hands of a student 
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who called in the threat to have the afternoon off. To- 
day, however, this picture may change, especially if 
there has been an explosive or germ attack against a 
school. However, don’t be too concerned if you hear a 
news report that your son’s school has been evacuated 
because of a threat. The odds are great that it’s 
merely some sort of false alarm. 

Threats against transportation will also affect you 
and your lifestyle. This is why you should begin plan- 
ning other ways to get to work if your normal route 
becomes impossible. If you have to cross a choke point, 
such as a bridge or tunnel, consider car pooling if a 
terrorist act or threat impedes traffic. If you normally 
go by train or subway, begin thinking how you might 
make the commute by car. If you fly for business, 
don't be surprised if a telephoned bomb threat by a 
copy-cat causes your flight to be delayed or cancelled. 


The Workplace 


What do you do for a living? Where do you work? 
Terrorists are more likely to strike at the military, po- 
lice, government officials, and those in financial cen- 
ters than they are at people working in sawmills, on 
farms, and in machine shops. In April 1996, someone 
placed a bomb in a federal employee’s truck, and the 
explosion injured the employee and his wife. Airports 
are more likely targets than cocktail lounges. Federal 
buildings and courthouses are more attractive targets 
than most commercial establishments. Large shop- 
ping centers are more dangerous to frequent than are 
strip malls and bookstores. 
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Use this checklist to decide how great your work- 


place risk is: 


Do you work in a high-risk occupation? Does your 
work make you a target for terrorists? 

Do you work in a building that also houses a gov- 
ernment department or especially a law enforce- 
ment agency, such as the FBI, Secret Service, or 
ATF? 

Do you work next door to such a building? 

Is your workplace in a high-rise that makes an at- 
tractive target? 

Is your workplace in or near the center of wwwn? 

Is the exit from your workplace quick and easy, or 
would you have to run down 50 flights of stairs? 

Is your workstation near a window on a ground 
floor, so that you can get out of the building 
quickly if exits are jammed? 

Is your workplace close to the curb where someone 
might park a truck bomb? 

Is your workplace a glass house, with large win- 
dows? 

Is the building where you work built solidly, with 
only a few small windows? 

Do you commute by car or public transport? Train? 
Bus? 

Do you work in public transport? Airlines? Sub- 
way? Bus? 


Go over this checklist carefully. Each question will 


help you evaluate the risk involved in your job. If you 
work for the government, there is a risk. If you work 
for the Internal Revenue Service, you're at risk from 
domestic terrorists. If you work for one of the law en- 
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forcement or intelligence agencies, you’re at risk from 
foreign terrorists. Remember the Pakistani national 
who shot up employees outside the CIA in 1993. 

Don’t think youre safe just because youre a low- 
level employee. Bombs and viruses can’t tell the dif- 
ference between ranks. Also remember that high- 
ranking officials employ people to take the risks for 
them. The President doesn’t open his own mail. Nei- 
ther does your senator or representative. Likewise, 
the “talking heads” on TV have secretaries to open 
their envelopes, as we’ve seen, and it was one of these 
who became infected with anthrax instead of Tom 
Brokaw. 

Once you have the basic information in hand, you 
can decide on a course of action. You can decide if 
youre in a low-risk occupation, or whether the risk 
justifies changing positions. There is also the prospect 
of adjusting your way of working. Outside salesper- 
sons spend little time in the office, as they visit their 
accounts regularly. Even if their home office is in a 
large building that offers a tempting target to terror- 
ists, outside salespersons are unlikely to be caught in 
the attack. 

You can also reduce your risk by not parking in a 
“reserved” parking space at work, and certainly not 
one with your name posted. You don’t want to adver- 
tise your importance if you're prominent in the com- 
pany, or a well-known figure. If you’re a well-known 
TV talking head, for example, it’s bad enough that 
many people know you by sight. It’s worse if you ad- 
vertise where you park your car. 
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There’s another way of avoiding the target area. An 
increasing number of American employees are “tele- 
commuting,” working over telephone lines with their 
computers. Telecommuting is a good way of avoiding 
the stress of daily commuting, and it’s a truly excel- 
lent way of avoiding the threat of workplace terror- 
ism. 

Not everyone can telecommute. If your employment 
requires your physical presence you have no choice. If 
you're a health care worker, janitor, receptionist, se- 
curity guard, or teacher, you're forced to come to 
work. On the other hand, if youre a journalist, techni- 
cal writer, administrator, or consultant, telecommut- 
ing fits into your way of working. You should be able 
to stay away from the office at least one day a week, 
thereby reducing your exposure. 

If you work overseas, you may be in real danger, de- 
pending on the locale. It doesn’t take much imagina- 
tion to understand that if you’re an employee of the 
American Embassy in an Islamic country, you've got a 
problem. In such a case, however, your embassy’s se- 
curity officer will advise you on security precautions, 
and no doubt you'll have armed U.S. Marines protect- 
ing you at work and even escorting you home. 

If you work for an American corporation, the risk 
depends a lot on where yov’re assigned. If you work in 
a European country, the risk is less than if you work 
in many Third World countries. If you work for a large 
corporation, youre likely to be in a protected work- 
place and the corporate security officer will advise you 
on security precautions. On the other hand, if you 
work in a franchise, such as a McDonald’s, you’re 
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likely to be wide-open to terrorism, as these ham- 
burger restaurants have been attacked in some for- 
eign cities. Also keep in mind that terrorists won’t 
make any distinction between American citizens and 
local help. Anti-American natives attacked and 
trashed a Kentucky Fried Chicken store in Pakistan, 
although it was locally owned and operated. 

If you live and work overseas, the main dangers are 
assassination and kidnapping. You’re more likely to 
be kidnapped if you're a company executive than if 
youre the janitor. In any case, it’s important to re- 
member that you should be the most alert when on 
your daily commutes to and from work. Most attacks 
take place close to home, because attackers know your 
starting point. Naturally, youll want to vary your 
route to and from work, and if possible, leave at dif- 
ferent times each day to be somewhat unpredictable. 

There will be a security plan for your family as well, 
including travel to and from shopping and schools. In 
your home, youll probably have a “safe room,” as ad- 
vised by your security officer. The safe room is an in- 
terior room, more or less fortified to resist some bul- 
lets, with stout doors to resist entry, and with a cellu- 
lar telephone or other radio to call for help. 

If you own your own business or are in an executive 
position with your employer, there are some things 
you can do to enhance your security: 

e Have an evacuation plan in case of danger. This 
may seem superfluous in a small business, but if 
there’s more than one exit, plan who goes out each 
exit. Make sure exits are well marked. Hold fire 
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drills to ensure that you can evacuate the premises 
quickly. 

Make sure you can account for every employee 
once you evacuate. This is a safeguard against 
someone being left behind. Of course, if your busi- 
ness receives a stream of visitors, 1t may be impos- 
sible to account for everyone in the building. 

Know where hazardous materials, if any, are 
stored. Make sure they’re under lock and key be- 
cause you don’t want someone (even a disgruntled 
ex-employee) coming in and using them for de- 
structive purposes. 

Disguise fresh-air intakes by hiding them behind 
real or fake plants. Alternately, make sure they’re 
out of easy reach, such as up on the roof. 

Consider barriers against truck bombs, such as a 
setback, bollards, or other barriers in front of your 
premises. Watch the rear entrance and parking lot 
as well. If you're involved in the selection or design 
of a new structure, plan for few or no windows, to 
minimize the danger from flying glass. This may 
seem extreme, but remember that the building 
across the street or down the block may be a tar- 
get. 

Unless you run a type of business where visitors 
are always present, such as a retail business, train 
your employees and security personnel to chal- 
lenge anyone who doesn’t belong. 

If you operate a retail store or theater, or any type 
of business where you cannot limit access to em- 
ployees, train your security people to watch for 
suspicious actions by visitors. This means people 
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wandering into areas where the public normally 
does not go, such as the stock room or the ventila- 
tion and heating plant. This also means carrying 
large and inappropriate packages into places 
where people do not normally carry packages, such 
as a theater. You should consider instituting a “no 
package” rule. 

Bomb threats are more common than bombs. This is 
why everyone who answers a telephone in your com- 
pany should have a bomb threat checklist next to the 
phone. Train your employees who may receive bomb 
threats not to hang up on the caller, but to try to elicit 
as much information as possible. Questions to ask are: 
« When is the bomb going to explode? 

« Where is it right now? 

« What does it look like? 

« What kind of bomb is it? 

« What will cause it to explode? 
« Did you place the bomb? 

e If not, who did? 

e Why? 

« Have you ever worked here? 

« What is your address? 

« What is your name? 

Chances are that the caller won't answer all of the 
questions. However, questioning him or her provides 
an opportunity to observe voice characteristics and 
background noise. Whoever takes the call should also 
immediately write down the exact wording of the 
threat before memory fades. Also note that some an- 
swering machines have manual “Record” buttons. It’s 
worth pressing this button when a bomb threat comes 


Protect Yourself Against Terrorism 


98 


in so that the security manager and the police may 
hear the caller's voice and message. The recording can 
also serve as evidence in court. 

Besides writing down or recording the caller’s mes- 
sage, the person taking the call should also note other 
characteristics, such as sex of caller, age, time, and 
date. Use a checklist to describe the caller’s voice: 

Emotions displayed: 

Calm 
Angry 
Excited 
Laughing 
Crying 
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Voice quality: 

Soft 

Loud 

Slow speech 
Rapid speech 
Distinct speech 
Slurred speech 
Whispered 
Nasal 

Lisp 

Stutter 

Deep voice 
Raspy 
Clearing throat 
Deep breathing 
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Speech Characteristics: 
O Accented 
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Apparently disguised 

Well spoken 

Foul language 

Irrational, babbling, wandering 

Incoherent 

Taped 

Sounds as if caller was reading the message 
Familiar 

If familiar, whose voice ts it? 


GB Oe Boe ee 


Background noises, if any: 
Street noises 
Voices 
P. A. system 
Music. What kind? 
Motor 
Train 
Airplanes 
Office machinery 
Industrial machinery 
Animal noises 
Static 
This information should provide a head start for the 
person who has to make the decision whether or not 
to evacuate, and for the police when they respond. Of 
course, all bomb threats should be reported to the po- 
lice, but be prepared for a long response time. 


Where You Live 


Small- and medium-sized towns are less likely to be 
targets than large cities. They contain fewer people, 
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and are less likely to have targets that attract terror- 
ists. There is also another pattern. Foreign terrorists 
seem to favor targets on the east or west coasts. The 
airline attack was against New York City and Wash- 
ington, DC. A man with the Arabic-sounding name, 
Ahmed Ressam, was arrested December 14, 1999, as 
he tried to enter the United States at a ferry terminal 
in Port Angeles, Washington, after crossing from 
Canada. Customs officials found 130 pounds of 
bombmaking material in his vehicle’s trunk. 

It hasn’t happened as of this writing, but authorities 
are concerned about sabotage involving Liquid Natu- 
ral Gas (LNG) ships. A large tanker carrying thou- 
sands of tons of LNG has enough gas to generate a 
tremendous fuel/air explosion, roughly the power of a 
small atomic bomb. Terrorists taking control of such a 
ship could run it into a dock or a bridge, and ignite an 
explosion. A suicide bomber could run a small craft 
against the side of an LNG ship, in the same manner 
as the terrorists who damaged the U.S.S. Cole in Aden 
Harbor. In the Port of New York the U.S. Coast Guard 
carries out inspections of LNG tankers and other 
ships entering the harbor. The 10,000 ships that visit 
New York each year could harbor weapons of mass 
destruction. ! 

This is a good reason for not living in a port city. 
Other danger zones, because of their attractive tar- 
gets, are refineries, nuclear power plants, and natural 
gas storage tanks. A large airport is also an attractive 
target, not only because of the concentration of people 
and aircraft, but because airports have large jet fuel 
storage tanks. 
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Domestic terrorists may strike anywhere, even in 
Middle America. The Oklahoma City bombing is an 
example. In 1995, terrorists tried to bomb the IRS 
building in Reno, Nevada. In January, 1996, there 
was an explosion outside of a United States Forest 
Service office in Espanola, New Mexico. Other home- 
grown terrorists have caused damage to abortion clin- 
ics, animal experiment laboratories, and logging op- 
erations. However, only the Oklahoma City bombing 
caused significant loss of life. 

The lesson is clear. Your chances of avoiding a 
terrorist attack are better if you live in a small town 
or small city, and away from obvious target areas. 
However, remember that some high-profile 
government facilities are located in smaller cities and 
towns. If, for example, you live next to one of the 
Federal Aviation Authoritys Regional Control 
Centers, you should consider moving. As a rule of 
thumb, if the police consider it important enough to 
assign officers to protect it, it’s a possible target. 

The old advice among survivalists during the Cold 
War was: “Grab guns and groceries and head for the 
hills.” This may have been good advice when the 
threat was nuclear bombs, but terrorism is different. 
Your hcme is probably the best place to be during an 
attack, if only because you have your comforts of 
home. If you and your family are at home during a 
crisis, stay there! There’s no point in going out, be- 
cause you'll just be contributing to the traffic jam. 

Home is probably the safest place to be during a bio- 
logical attack. Some biological agents are highly con- 
tagious, and you want to stay away from other people 
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if you can. At home, you can keep strangers out, while 
in public places you're forced into contact with them. 

Another reason for staying home is that you don’t 
want to be out in the open if there’s a riot or panic. A 
terrorist attack is a very abnormal situation, and it’s 
hard to predict how your fellow citizens will react. 
There might be a disturbance at a gas station or su- 
permarket as people line up for panic buying. Some 
people might be fighting over the last can of tuna or 
the last bag of flour. Police officers responding to a 
disturbance probably won't be too gentle, and if they 
use tear gas you'll be caught in it even though you’re 
not contributing to the violence. 


Where You Go 


There are more private security guards at concerts, 
ball games, and other public gatherings today because 
any place with a large concentration of people is a po- 
tential target for terrorists. An enclosed space offers 
favorable conditions for dispersing chemical agents 
such as nerve gas. Shopping malls, auditoriums, 
schools, hospitals, train stations, airport terminals, 
and other large buildings are attractive targets for 
this reason. Open-air stadiums are vulnerable to bio- 
logical agents released upwind, which can infect their 
audiences. 

This is a good reason for staying home and watching 
the game on pay-per-view television. Accept this 
change in your lifestyle, and avoid places where there 
are large gatherings of people, because these make at- 
tractive targets for terrorists. You'll also avoid the 
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hassles of fighting traffic, and waiting to go through 
security checkpoints by staying away from concerts 
and games. 

Also, don’t be reassured when you see security 
guards inspecting backpacks at ball games. This 
might stop a terrorist from bringing in a handgun, but 
more likely it'll stop a teenager from bringing in some 
pot. A terrorist intent on spreading a biological agent 
simply has to release it upwind of the stadium and let 
nature do his work for him. 

Also avoid certain obvious high-profile targets, such 
as gay bars and abortion clinics. These are likely to be 
targets for domestic terrorists, but the results can be 
just as unpleasant. An unknown person set a military 
tear gas bomb off in a Phoenix gay bar in 1983, caus- 
ing the bar to empty quickly. The number of attacks 
against abortion clinics across the country shows that 
none are immune from attack. Terrorists have at- 
tacked them with gunfire, firebombs, and explosives. 

You can’t avoid shopping, but you can reduce the 
risks. Supermarkets are relatively unappealing tar- 
gets because they don’t contain as many people as 
larger targets, such as shopping malls. If you have to 
visit a shopping mall, do so during off-peak hours, be- 
cause the reduced number of people will make it a less 
profitable target for a terrorist. Also, you'll avoid 
heavy traffic. 

Another point is to park away from the store. Many 
people park as close to the entrance as they can to 
avoid walking. Terrorists know this, and if one de- 
cides to plant a car bomb, a likely spot will be near the 
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store entrance, where both parked cars and pedestri- 
ans will be caught in the blast. 

You might ask why park your car out of the danger 
zone when you'll be walking into it? Remember that 
you'll be near the store entrance for a few seconds as 
you enter and leave, and your exposure will be mini- 
mal. By contrast, your car will remain where it is for 
as long as you're in the store. 

While shopping, inspect carefully any product made 
to ingest or for use on your body. This includes food, 
over-the-counter medicines, soap, shampoo, skin lo- 
tion, and anything else that could harm you if it’s con- 
taminated. We've had several notorious cases of prod- 
uct contamination in the United States, and this is an 
easy way for terrorists to cause panic. A terrorist can 
easily buy a product, contaminate it away from the 
store, then return to place it back on the shelf. Store 
security personnel watch for people who take items 
from shelves and put them in their pockets, not people 
who put items on shelves. 

When buying food or over-the-counter medicine, al- 
ways examine the packaging and the seal, and don’t 
buy any bottle or box that appears to have been 
opened. Be mindful that it’s not necessary to obtain 
an exotic chemical or biological agent to contaminate 
food. Ground glass or rat poison will work very well. A 
bottle of ketchup could contain drain cleaner, and eye 
drops could contain battery acid. 

Another precaution is to buy your meat from the 
butcher’s counter. Don’t pick up a package of pre- 
wrapped meat that is in the refrigerator case where 
anyone could have had access to it. When buying 
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fruits or vegetables, check them for needle marks and 
unusual colors. 

If you're a mall surfer, and your hobby is “shop till 
you drop,” consider finding a different hobby away 
from shopping malls. Your life might depend on this 
lifestyle change. 


Transportation 


Be aware that some forms of transportation are 
more dangerous than are others. Air travel has al- 
ways been dangerous, unless you believe the fudged 
statistics planted by the airline industry. Let’s also 
acknowledge that, although right now the airlines ap- 
pear especially dangerous, any form of public trans- 
port has its perils. This includes buses and trains. The 
safest way to travel is by private vehicle, because a 
private vehicle carrying only the driver and possibly a 
couple of passengers is an unrewarding target for a 
terrorist. Also, there are so many private vehicles that 
the risk is spread very widely. 

However, take some precautions with your private 
vehicle. First, make sure it’s a fairly ordinary car, not 
a Rolls Royce or Mercedes, so that you can blend in 
with the mass of motorists. Also, avoid custom license 
plates because they make you stand out from others. 
Don’t put on bumper stickers, especially those with 
controversial or offensive slogans. A bumper sticker 
with a “pro-choice” slogan probably will not get you 
shot, but someone who takes offense might slash your 
tires after you leave your car. 
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When you are out on the road, it’s a good idea to 
carry plenty of cash with you. In a crisis, a credit card 
may be useless. If there is a power outage, the elec- 
tronic networks that process credit card transactions 
won't be working. Today, many gas stations have pay- 
at-the-pump facilities, and these require credit cards. 
Of course, a power outage will put gasoline pumps out 
of action too. However, cash will buy you food and 
other supplies. 

Develop a small network of friends with whom you 
or family members can stay if caught outside the 
home. The reason is that transportation may be para- 
lyzed, and people caught away from home may not be 
able to return home for a while. Communications are 
also likely to fail, and you may not be able to call 
home to let the family know that youv’e all right. 

This must be a reciprocal arrangement to work. 
Your friends must know that they or their family 
members can stay with you if prevented from getting 
home during a crisis. Plan how you'll accommodate 
extra people in your home if you have to. 

Conventional advice for airline travelers used to be: 
“Arrive at the airport just before your flight to mini- 
mize the amount of time spent in the terminal.” This 
advice was to minimize the perceived risk after the 
shootings of passengers at the Rome and Vienna air- 
ports during the late 1970s. This is difficult to do to- 
day, as the new and cumbersome security measures 
have led many airport officials to request that pas- 
sengers arrive two or three hours before departure 
time. 
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An airline terminal is a dangerous place to be. Al- 
though as of this writing, there hasn’t yet been a 
deadly attack on passengers in an American airport, 
it has happened in some European airports. This is 
why, if you have to fly, try for a direct flight. If you’re 
forced to accept a layover, don’t spend the time in the 
airport terminal. Go outside to a movie or a restau- 
rant. You'll get a better meal at less cost away from 
the airport, anyway. If the layover is more than one 
day, get a hotel room far away from the airport, for 
obvious reasons. 

The government set up a program of strict security 
measures when it allowed airliners to fly again. Some 
people believed that there was no longer cause for 
concern over airline security, and that commercial 
aircraft were safer to fly than ever before. Some pas- 
sengers willingly submitted to the inconvenience of 
the long lines at security checkpoints in the belief that 
this was the trade-off for safety. Then, reporters for 
The New York Daily News tested the new security 
program and found it deficient. 

One reporter smuggled a box cutter aboard a flight 
from La Guardia Airport to Washington, DC. Another 
reporter boarded a flight at Newark Airport with a 
can of pepper spray, banned on flights since before the 
September attacks. Yet another carried a knife aboard 
an airliner at Kennedy Airport. Yet more reporters 
were able to clear security checkpoints with prohib- 
ited weapons at Boston’s Logan Airport, and Wash- 
ington’s Dulles Airport.? 

If you're flying abroad, avoid American carriers, as 
they’re prime targets. Fly with the airline of a neutral 
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country, or at least that of a country that hasn’t been 
attacked or threatened. Also avoid flights carrying 
many military personnel, if possible, as they draw 
fire. 

The U.S. State Department maintains an advisory 
service to warn Americans of special dangers in trav- 
eling overseas. Its phone number is: (202) 647-5225. 

The Travel Advisory Web page is: 
http://travel.state.gov/travel_warnings.html 

Dress modestly, in order not to draw attention to 
yourself. A “power suit” is dangerous. Also, don’t wear 
an American flag patch on your clothing. Leave your 
Rolex at home, and buy a Casio or a Timex. Don't 
carry expensive jewelry or pack your clothing in Gucci 
or Louis Vuitton luggage. If youre carrying a large 
roll of cash, don’t flash it in front of others. Keep a few 
bills in an outside pocket to tip porters, pay for cabs, 
and other incidentals. Don’t accept packages from 
strangers, whatever the pretext. Also, once you leave 
your home, do not leave your luggage unattended, as 
someone might slip a nasty surprise inside. Realisti- 
cally, though, the greater danger is theft. 

Other forms of transportation are vulnerable as 
well. One of the worst is a subway system, because of 
the confined spaces and the concentration of people. 
These are vulnerable to firebombs, conventional ex- 
plosives, chemical agents, and biological warfare. If 
you must travel by subway, try to avoid the rush hour 
because this is the most likely time for an attack. 
Let’s look at the reasons: 

The rush hour offers the highest concentration of 
targets for the terrorist. A firebomb or gas attack in a 
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crowded subway car is a real threat, as passengers on 
the Tokyo subway found out. A terrorist is unlikely to 
attack the subway system when there are few poten- 
tial victims. 

Another reason is that even if there are some secu- 
rity measures in place in a subway system, they’re go- 
ing to be overstrained during rush hour. Even in a 
true police state, it’s very difficult to search large 
crowds of commuters without bringing the system to a 
halt. A terrorist could slip through with a deadly 
weapon. We’ve seen this happen repeatedly with the 
airlines, and there’s no reason for believing that sub- 
ways can be made any safer. 

The message is clear: If possible, avoid mass transit, 
such as subways. Avoid air and rail terminals as well. 
If you must travel, go by car. This is why you should 
always keep your gas tank at least half full. If you 
have room, store extra fuel as well. A couple of cans of 
gasoline may be very useful if fuel supplies get choked 
off. 

If you travel by road, you're relatively safe from ter- 
rorist attacks. There are so many roads that the risk 
spreads widely, greatly lessening the odds that you'll 
be in the target area. Statistically, you're pretty safe. 

There are danger points, though. Bridges and tun- 
nels make attractive targets. To a terrorist, detonat- 
ing a truck bomb on a bridge not only kills people on 
it, but chokes off traffic. A tunnel is even more attrac- 
tive because the confined space multiplies the effect of 
the blast, and it’s much more difficult to conduct res- 
cue operations in a damaged tunnel, especially if it 
passes under a body of water. Also, repairing a dam- 
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aged tunnel takes longer and is more costly. If you 
have a choice of routes, avoid these choke points. If 
you can’t, then at least try to avoid them during peak 
hours. If you work for an enlightened company, your 
employer may allow staggered working hours. 

Another type of terrorist attack can seriously incon- 
venience you. Causing a power outage will not only 
cut power to homes and businesses, but in many areas 
to traffic lights as well. It’s a good idea to find out if 
the traffic lights in your locale operate off the power 
grid, or have their own power supply, in order to know 
what to expect. 


Nasty Mail 


Mail bombs are uncommon, and the odds of your re- 
celving one are infinitesimal. However, if you work for 
a high-profile employer, such as a federal government 
department or law enforcement agency, you might 
come within range of one. More likely, you'll spot a 
package or envelope that looks suspicious, but turns 
out to be harmless. 

This is an important point. Most “bombs” are 
hoaxes. During every crisis, police receive mail bomb 
calls that turn out to be unfounded, either because 
someone made an honest mistake or because a pack- 
age was purposely made up to look lke a bomb. Like- 
wise, many bomb calls, stating that the caller had 
placed a bomb inside a school or building, turn out to 
have been made by a student who didn’t feel like go- 
ing to school that day or an employee who wanted the 
afternoon off. 
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Much of our mail goes by air. Several years ago, at 
the instigation of the Federal Aviation Authority, the 
post office started a new rule that any package or en- 
velope weighing more than one pound had to be 
handed to a postal clerk in person. Any such package 
dropped into a mailbox would be returned to the 
sender. The rationale behind this was that a person 
mailing a bomb would not want to be seen, and that 
requiring him to face a postal clerk behind the counter 
would act as a deterrent. 

This was typical government foolishness for several 
reasons. Let’s examine why this new rule does noth- 
ing to protect you: 

1. It only takes a few ounces of explosive to make a 
letter bomb powerful enough to kill. 

2. Postal counter clerks are very busy, and unlikely 
to remember a customer who sent a package sev- 
eral days earlier, especially if there was nothing 
distinctive about the customer or the package. 

3. It’s very easy for someone who wants to avoid rec- 
ognition to wear a hat and dark glasses. This sim- 
ple form of disguise will defeat even a surveillance 
camera. 

4. An easy countermeasure if the bomb weighs more 
than une pound is to use the target’s address as 
the return address, and a fictitious one as the ad- 
dressee. The post office will “return” the bomb to 
the target. 

From this, it’s easy to see that this security regula- 
tion is about as effective as other government “secu- 
rity” measures. That leaves it up to you to detect a 
bomb sent by mail. Here are a few characteristics that 
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may help you spot a bomb. Let’s discuss these, along 
with a few comments: 


The package is leaking an oily substance, or has a 
chemical odor. There are many innocent explana- 
tions for such a characteristic, such as a leaking 
can of lighter fluid, cleaning fluid, etc., but taken 
with other qualities this can indicate an explosive. 
The package emits a loud ticking noise. This is an 
unlikely indicator of a bomb, because today’s elec- 
tronic watches and clocks make perfectly silent 
timing devices. A package that vibrates would also 
arouse suspicion, but one such package turned out 
to contain an electric toothbrush shipped with the 
batteries inside. 

A package with too much postage might indicate 
that the sender did not want to appear at the post 
office in person, and put on excess postage to en- 
sure that the package would go through. It also 
might indicate that the sender can’t count, or that 
he simply didn’t want to bother to go to the post of- 
fice to mail the package. 

A package or envelope addressed to a specific per- 
son in an office and marked “PERSONAL” to en- 
sure that that person opens it. Mail bombers worry 
that someone else might open it, not the target. 
The good news is that obvious junk mail is sure to 
be safe. Terrorists are not going to place bombs in 
envelopes likely to end up unopened in the round 
file. : 

A package with a misspelled address, or one ad- 
dressed to someone who no longer works at that 
address. 
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¢ A package addressed to a job title, not a name. For 
example, it might be addressed to “Sales Man- 
ager,” or “Director of Human Resources.” 

« A package or envelope with no return address. 

- A package that seems unusual, or comes from a 
person or address not familiar to you. This applies 
only to your personal mail, not mail that arrives at 
work. You know the type of mail you usually re- 
ceive, and you also know if you’ve ordered any- 
thing to be delivered by mail. 

e An envelope much thicker and heavier than those 
you usually receive. This could be a letter bomb. 
Again, this applies only to your personal mail. If 
you suspect that a package or envelope might be a 
bomb, put it aside and call police. Ask everyone 
nearby to get out of the room and get a safe dis- 
tance away. This means at least 100 feet away, the 
farther the better. Make sure nobody else ap- 
proaches or handles the suspect package before the 
police arrive. 

The most important point, though, is not to try to 
disarm a bomb. This is very dangerous because some 
have fail-safe circuits that detonate the bomb if any 
attempt is made to tamper with it. Even bomb techni- 
cians often prefer to detonate a bomb in a safe place 
rather than try to dissect it. 


Opening Mail 


High-level executives don’t open their own mail, in- 
stead employing a secretary. This is why the envelope 
containing anthrax mailed to NBC News in Septem- 
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ber, 2001, did not reach its intended target. A secre- 
tary became infected instead. 

If youre the sort of high-profile person to whom ter- 
rorists would send a bomb, do not receive your mail at 
home. Use a mail drop. This seems rather ruthless, 
but from your point of view you'd rather have some- 
one else injured by a bomb than yourself or a member 
of your family. 

Also keep in mind that you might become a target if 
your name is similar to that of a high-profile person. 
Well-known media people, government officers, and 
other notables have unlisted addresses and telephone 
numbers. A terrorist might mistake you for a high- 
profile person with a similar name, and send you a 
surprise through the mail. 

A more insidious form of harmful mail is the enve- 
lope loaded with a chemical or biological agent. While 
there’s been great concern over envelopes containing 
white or tan powder, many biological agents are very 
fine particles that are undetectable. Viruses are good 
examples. Chemical agents coating the paper are un- 
detectable except by special testing. 

The bottom line is that while you must not be para- 
noid and suspect every piece of mail you receive, think 
carefully before opening one from an unfamiliar ad- 
dress, and if you think it’s dangerous, put it aside and 
call the police. The police will want to know a bit 
about the piece of mail. If some suspicious material is 
present, whether the package or envelope is open or 
still sealed, they'll take it more seriously. They'll take 
it even more seriously if there is an articulated threat. 
This means a direct threat to you, your company, or 
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your family. A letter that says: “You are all going to 
die because of the anthrax in this envelope” is clear 
enough. However, don’t hold your breath until the po- 
lice arrive. 

If you seriously think you might be a target, what- 
ever the reason, use rubber gloves while opening your 
mail. Also, a face mask would be appropriate in this 
situation. Fortunately, these precautions are inexpen- 
sive. 

If you have some large plastic bags, place the sus- 
pect package or envelope in one. A zipper bag is best, 
but in a pinch any plastic bag will do. Wash your 
hands with soap and hot water immediately. Use a lot 
of soap and water. If you have “anti-bacterial” hand 
soap, this 1s better than ordinary soap, although not 
by much. Keep a bottle of rubbing alcohol on hand, 
and pour some over your hands, working it in thor- 
oughly. Liquid bleach is also good for a biological 
cleanup, although it’s harder on your skin. 

If you're not sure that the substance in the envelope 
is a biological agent, but think it might just be a white 
powder sent as a hoax, you can try to decontaminate 
it yourself. Use a steam iron or put the envelope in 
your microwave oven. This is practical only with an 
envelope. A package might contain something that 
would explode and cause damage if heated in a m1- 
crowave oven. A jar of jelly will heat up, the water 
content will vaporize, and the jar will burst. This is an 
example of an innocuous object that could cause dam- 
age if mishandled. Of course, if you think the package 
contains a bomb, don’t apply any heat to it. 
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What do you do if the police don’t come at all? 
Unless you think the contents of the envelope are very 
important to you, don’t open it or even unpack it from 
the plastic. Destroy it by fire. It’s preferable to burn it 
outside, perhaps in your backyard barbecue, where 
the hot flames will destroy any viruses or bacteria. If 
the suspect object is a package, don’t burn it because 
you don’t know what’s inside. Drive it down to the lo- 
cal police station and hand it to the desk sergeant or 
receptionist. 

Stay away from the post office as much as possible, 
if you live in a city. A post office is a government 
building, with almost no security, and ripe for an at- 
tack. Buy your stamps by mail, as the post office has 
an excellent stamps-by-mail program, with fast ser- 
vice. If you run out of stamps unexpectedly, you can 
find stamp machines in many supermarkets. If you 
have to mail a package, go to a private mail drop, 
where they'll weigh it and affix a postage meter 
stamp. 


Computer Security 


Government and private security experts have been 
concerned about the prospect of a “computer Pearl 
Harbor,” a massive attack on the nation’s computer 
systems. This is a real prospect, not science fiction, 
because we've already seen many small-scale attacks. 

One unverified rumor is that the United States used 
a computer virus to render Iraq’s air-defense com- 
puters ineffective during the Gulf War. Whether or 
not this particular rumor is true, it’s certain that the 
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military forces of several nations are exploring the 
possibilities. There have already been malicious at- 
tacks against computers connected to the Internet. 
Hackers have already shut down several major Inter- 
net Service Providers and Web sites. Even govern- 
ment-operated Web sites have not been immune to 
this form of sabotage. 

We mustn't over-estimate the threat from computer 
hackers, though. If the United States really did mount 
a successful attack against Iraq’s computers, it was an 
attack by a technologically advanced power against a 
third-world computer system. 

While it would be a mistake to be too complacent, 
the United States is unlikely to suffer a totally devas- 
tating computer attack for a very simple reason. It’s 
well known among American computer security ex- 
perts that the absolute defense against computer 
hacking is a “stand-alone” computer, one that is not 
connected to the Internet. Vital American military 
computers are not hooked up to the Internet, for this 
reason. In any case, there is no need for an American 
air defense computer to be on the Internet. 

The consensus right now is that the greatest danger 
to sensitive American computer systems is from “in- 
siders.” An “insider” is someone, typically an em- 
ployee, who has legitimate access to the computers, 
and who can purloin information or erase files during 
his work day. This can mean a disloyal American who 
is selling secrets to a foreign power, or a disgruntled 
employee seeking revenge. 

What does this mean to you? If you have a com- 
puter, youre not necessarily vulnerable to attack, 
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unless youre connected to the Internet. However, a 
stand-alone computer is vulnerable to attack through 
a program you load into it. Some programs, especially 
pirated copies, are infected with viruses. There have 
also been a couple of instances of legitimate programs 
infected at the source by a competitor. This danger is 
very small, though, compared to the dangers circulat- 
ing on the Internet. 

There’s a wide array of malicious programs circulat- 
ing, some disguised as legitimate downloads, and oth- 
ers as attachments to e-mails. Computer viruses used 
to be in the form of attachments with an “.exe” suffix, 
but canny programmers have devised other suffixes to 
disguise their appearance. One particular form circu- 
lating during 2001 was always from a real-sounding 
name such as “Melissa West,” or “Nicholas Schmidt,” 
although the name was unknown to the target. The 
text read like this: 

“Hi! How are you? 

I send you this file in order to have your advice. 

See you later. Thanks.” 

The attachment to this particular message was: 

“madcow.doc.pif” 

Another wording used to entice the target to open 
the attachment is: 

“Here is the material you asked for.” 

An anti-virus scanning program showed that the at- 
tachment was infected. The only course of action that 
protects your computer in such a case is to delete it. 

Be suspicious of any e-mail message that comes 
from someone you don’t know, and never, never, never 
open an attachment with an “.exe” suffix. This is the 
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kiss of death. Also be suspicious of any other attach- 
ment to a message from someone you don't know, 
whatever the suffix might be. Also be aware that 
there are some viruses that take over the e-mail pro- 
gram and send out a destructive message to everyone 
on the address list. The recipients will see a message 
from someone they know, and this will stifle their 
suspicions. If they open an attachment to this mes- 
sage, they'll infect their own systems and the virus 
will pass it on to everyone on their address list. 

Should you buy an anti-virus protection program? 
Of course, providers of such programs will answer 
with an unequivocal “yes,” but the real picture is not 
that clear. Some anti-virus shields, known as “fire- 
walls,” load down your computer’s memory and slow 
its operation. Even a simple virus detection program 
has its limitations. New forms of viruses appear prac- 
tically every day, and this means that from the mo- 
ment a virus detection program goes out the door, it’s 
becoming obsolete. You have to buy supplements con- 
stantly to keep up with the new viruses. The net re- 
sult is that even a high-tech virus protection program 
does not provide 100 percent protection. 

Another aspect of computer security is to be careful 
about giving out personal information on the Internet, 
or making your computer vulnerable to “Trojan 
Horse” programs. Trojan Horse programs can scan the 
information on your computer and send it over the 
wire to a third party without your knowing it. 

Trojan Horses are embedded in attachments to e- 
mail messages, as are viruses. Therefore, do not open 
any attachment unless you know for sure who sent it 
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to you and have scanned it with an anti-virus pro- 
gram. There are, however, other forms of deception 
and trickery connected with terrorism, and we'll look 
at these next. 


Fraud 


Fraud is the major criminal growth industry of the 
21st century. Fraud artists are agile and clever, which 
is why they are usually several steps ahead of the 
cops. They’re also very sensitive to current events and 
how these provide new opportunities to separate peo- 
ple from their money. The airplane attacks provided 
openings for fraud artists to concoct new pretexts for 
obtaining money from credulous victims. 

Within two days of the attacks, fraud artists began 
telephoning people asking for contributions for disas- 
ter relief. Purporting to be collecting funds to help the 
victims of the attacks, they collected untold amounts 
of money. 

Families of some of the people missing in the rubble 
of the World Trade Center put up posters nearby, ap- 
pealing for news of their missing relatives. Enterpris- 
ing fraud artists posing as police officers telephoned 
the families and, on the pretext of trying to help locate 
their relatives, asked for personal information such as 
Social Security numbers and other identifying data. 
This information was to prove useful in identity theft. 

Even “legitimate” charities took the opportunity to 
solicit money and other contributions, including blood. 
Blood banks appealed for donors, and after it became 
clear that there would be very few survivors needing 
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blood, continued their appeals. The reason is that, 
normally, blood banks pay for blood, and sell it at a 
fat profit to hospitals. The World Trade Center attack 
provided a rare opportunity to collect significant 
quantities of blood for free. 

Charities, both “legitimate” and fake, collected a lot 
of money. However, what happened to the money col- 
lected? There has been no accounting of exactly how 
much has gone to help the victims. 

The American Red Cross collected $564 million to 
aid the victims and survivors, but admitted that only 
$121 million had gone to the victims and families. Red 
Cross officials stated that they spent $6 million in 
administrative overhead, and intend to use $50 mil- 
lion to set up a blood reserve. Another $264 million is 
to go for a “general terrorism reserve,” to cope with 
threats such as anthrax, which has killed very few 
people by comparison.* 

Bernadine Healy, the outgoing President of the 
American Red Cross, made many appeals for money 
and blood donations, but did not mention how much of 
American Red Cross funds go to pay her salary. She 
earns $450,000 per year, over twice as much as the 
President of the United States.4 

After receiving much criticism, the American Red 
Cross announced that all the money they'd collected 
would be given to victims and their families. 

It is important to be cautious when making charita- 
ble contributions. Never send money in response to an 
e-mail or telephone call. Always check out the sup- 
posed charity, and ask pointed questions of those that 
are “legitimate.” Always ask what proportion of the 
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money you contribute actually goes to the people the 
charity purports to help, and how much goes for 
“overhead,” “administrative expenses,” and other pur- 
poses. Also be careful of layered pay-outs, where the 
charity gives funds to another that subtracts its ad- 
ministrative overhead, which in turn hands over 
money to yet another charity that subtracts its admin- 
istrative cut, etc. 

Another type of fraud connected to terrorism is the 
private company that claims to have an anti-terrorism 
product or device that it promises will sell very well. 
The Securities and Exchange Commission has warned 
about companies claiming to make such products at 
the same time it suspended trading in the stock of 
“2DoTrade,” a company that claims to be testing a dis- 
infectant effective against anthrax.5 

Today, identity theft is a major crime problem. 
Someone can steal your identity, obtain credit cards in 
your name, and have any expenses he runs up billed 
to you. However, there’s another side to identity theft. 
Some of the terrorists involved in the suicide attacks 
of September 11th used the identities of other people, 
including some Saudi citizens. One man stated that 
his passport had been stolen months before, and it 
was clear that one of the terrorists had been traveling 
on his passport. 

A terrorist intent on going underground in this 
country can use your name so that his real identity 
vanishes. When he strikes, the first identity to be 
traced will be yours, if he used a credit card in your 
name to buy an airline ticket, rent a vehicle, or pay 
for accommodations. You’d find it unpleasant to have 
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the FBI at your door, asking if you are the person 
matching a certain credit card, or if you know the fu- 
gitive. 

This is particularly significant because President 
Bush took steps to freeze suspected terrorist accounts 
in this country, in order to deny them funding for 
their acts. While it’s impossible to track down all 
sources of funding for terrorists because it’s not prac- 
tical to trace all possible channels, this can make it 
harder for them and impel them to seek other ways of 
obtaining money. 

Some Third World people are adept at stealing 
money by fraud. The Nigerian scam is the most 
prominent example. Terrorists may become part-time 
fraud artists to scam funds from Americans to use 
against them. 

To protect your identity and finances, practice good 
personal security. Never give out your personal in- 
formation, especially your credit card number and ex- 
piration date, to anyone who telephones you or sends 
you an e-mail requesting them, whatever the pretext. 
Remember that on the telephone or in an e-mail, any- 
one can identify himself as a law enforcement officer 
or bank official. Don’t believe it. 

Shred your personal documents before throwing 
them in the garbage. Credit card and bank statements 
contain sensitive personal information enabling a 
fraud artist or terrorist to impersonate you or “vac- 
uum-clean” your accounts. 
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Telecommunications 


As we've seen, it’s very easy for terrorists to inter- 
rupt the power supply by knocking down a section of 
unguarded power lines. With thousands of miles of 
power lines in this country, it’s almost inevitable this 
will happen. This could leave you without power, and 
cut off from the rest of the world. 

However, even if you live in a rural area miles from 
neighbors and towns, you need not be totally isolated. 
Chances are you already have a battery-powered ra- 
dio. You may even have a small battery-powered TV. 

Radio and TV stations have back-up generators to 
use when the power fails. Most will continue to broad- 
cast during a power failure. With battery-powered 
equipment, you can keep up with what’s happening. 

The good part about a serious crisis is that watching 
TV becomes more tolerable. Many hate to watch TV 
because of the barrage of commercials between the 
segments of programming. We saw that TV stations 
delivered the news on September 11th without com- 
mercial interruptions. 

As for personal communications, you may or may 
not be able to telephone relatives and friends during a 
crisis. There are two reasons for this. The first may be 
that the government has taken over all networks for 
its own communications, blocking all non-essential ci- 
vilian calls. The second and more likely reason is that 
the telephone networks, both wired and cellular, will 
be overstrained during a crisis. We’ve seen that, even 
without panic, people will be trying to telephone rela- 
tives to make sure they’re all right. Everybody will be 
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trying to call everyone else at once, and youll receive 
endless “busy” signals, if anything. This happened 
when people in other parts of the country tried to 
telephone relatives and friends in New York City to 
find out if they'd survived the World Trade Center at- 
tack. 

This is why you should stay off the phone during a 
crisis. You probably won't be able to get through, and 
youll only be contributing to the jam-up. 

Consider an alternate form of communication. E- 
mail is one, and we’ll discuss it later. If youre a ham 
radio operator, you already have a two-way radio and 
a network of contacts around the country. If family 
members in other cities are “hams,” you may be able 
to reach them this way. However, you should have a 
power supply for your radio that does not depend on 
the electric grid. Rechargeable batteries are one way 
to power your radio. A generator is another, but it’s 
much more expensive. 

You might also consider CB radios and those using 
other bands, but the main problems with these are 
that they lack range and the bands are likely to be 
crowded. The plus side is that they're inexpensive and 
they run on batteries. 

Your emergency power supplies will be batteries, 
unless you have a small gasoline-powered generator 
in your garage or basement. Keep a set of spare bat- 
teries on hand. Those with the longest shelf lives 
(about 10 years) are lithium batteries, and depending 
on your budget, this feature may justify their high 
cost. The worst are nickel-cadmium batteries, because 
they lose about one percent of their charge per day of 
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storage. They also hold considerably less of a charge 
than do alkaline batteries. Because of this, you'll have 
to keep “ni-cads” on charge constantly in order to en- 
sure that they have full power when you need them. 

We've seen that the mail service may be interrupted 
directly or indirectly by terrorists. Mail service has 
become so bad during recent years that many Ameri- 
cans are using fax or e-mail for personal communica- 
tions, because these are both faster and less expensive 
than “snail mail.” E-mail uses local lines for access to 
the Internet, and these are likely to still be operating 
even when long-distance lines are tied up. 

If you don’t have a fax machine or Internet access 
you should consider it. E-mails may get through when 
regular telephones fail. “Online Banking” is another 
way of paying bills if the post office shuts down. Some 
banks, such as the Bank of America, offer this service. 
You can send payments, obtain account information, 
or pay monthly bills automatically, just by logging on 
to your bank’s Web site. These are ways of building 
redundancy into your personal communication sys- 
tems. 

Redundancy is important because we’ve already 
noted that the Internet is a prime target for terrorists. 
Computer terrorism may shut down an Internet Ser- 
vice Provider, or several of them at the same moment. 
Your e-mail and online banking might be shut off in 
an instant. However, it’s very unlikely that any ter- 
rorist action can shut down the post office, the tele- 
phone system, and the Internet simultaneously. If you 
have several ways of communicating, it’s much less 
likely that you'll find yourself isolated. 
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Spotting Terrorists 


During the month after the 911 attacks, at least two 
supermarket tabloids carried articles along the lines 
of “What you can do to spot terrorists.” Some of the 
suggestions were ridiculous, such as watching for 
young men who receive mysterious visitors late at 
night. Another was watching for people who possessed 
airplane flight manuals written in a foreign language. 
Yet another was strange or frequent comings and go- 
ings. 

There have been many recent instances of innocent 
people of Middle-Eastern appearance being put off 
airliners because passengers or crew were anxious 
about them. Some were citizens of Middle-Eastern 
countries, others were American citizens, but all were 
harmless when checked out. 

The simple fact is that you're unlikely to be able to 
detect who is a terrorist. Experience has shown that 
terrorists make every effort to blend in with the popu- 
lation. They're not going to shout “Allah is great” as 
they board an airliner. They won’t make themselves 
conspicuous by wearing turbans and robes, or bin 
Laden-type beards. Chances are that they'll be clean- 
shaven, wear ordinary street clothes, and look very 
much like other people. Also remember that the 
United States has had its share of homegrown terror- 
ists, and some of them looked like Timothy McVeigh, 
wholesome and clean-cut in appearance. 

It’s also difficult to detect if your neighbor is build- 
ing a biological laboratory in his basement. Unlike 
some illegal drug laboratories, these produce no ace- 


Protect Yourself Against Terrorism 


128 


tone fumes, and there are no sharp odors to alert 
neighbors. If your neighbor manufactures some explo- 
sives from scratch, there might be a telltale odor, but 
if he’s simply assembling bombs from existing compo- 
nents, you won't see or smell a sign. 

There is unfortunately little that you personally can 
do to detect terrorists preparing for a strike against 
the United States. If you spot something obvious, such 
as a person wearing a heavy coat during hot weather, 
you might report it to the police and state that the 
coat might conceal explosives or weapons. Apart from 
that, your opportunities are limited. 


Keep a Low Profile 


This means not making a conspicuous target of 
yourself. Try to blend in with the crowd, unless you 
have a death wish. If you do have a death wish, then: 
¢ Join a controversial organization, such as a fringe 
political party, homosexual rights group, or any 
radical organization. 

« Get a job in an abortion clinic. 

¢« Join any organization based on race or religion, 
and attend meetings. 

« Dress in a “power suit” or the female equivalent, to 
advertise your affluence. 

¢« Wear an expensive watch or other jewelry, and 
drive an expensive car. 

« Always park your car in a reserved space at work, 
especially if it’s prominently marked “CEO” or 
with your name. 
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However, if you don’t have a death wish, then when 
traveling, especially overseas, check your person, in- 
cluding clothing and wallet, for items that might give 
you trouble. Do not wear or carry anything that de- 
notes your religion, or membership in a branch of the 
armed forces. Also, check your wallet. Do not carry 
anything that identifies you as a member of a political 
or religious organization, or a company identification 
card. If you must have these where you're going, mail 
them to yourself at the hotel where you'll be staying. 
If you’re a government employee, try to obtain a pass- 
port that does not show this. 

Do you think this is excessive? Do you think it’s 
cowardly to keep a low profile? If you’re the CEO of a 
major corporation, you may feel that you can’t hide, 
that you have to display your status proudly. After all, 
it goes with the territory. You receive a lavish salary, 
stock options, and other benefits. However, if you’re a 
humble employee, earning humble wages, you have no 
stake in making a target of yourself. Remember that 
putting yourself in the line of fire is foolish. A bullet 
aimed at your CEO could get you instead, if the 
marksman is a bit off in his aim. A bomb intended for 
the CEO will also take out anyone standing next to 
him. 
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Chapter 9 
Active Protection 


Once you've surveyed what you can do to make 
yourself safer at home and at work, you can consider 
more active measures to enhance the safety of your- 
self and your family. Let’s look at the more important 
points first. 


Plan a Survival Budget 


The media play up the bloody results of terrorism, 
in keeping with their policy of “body bag journalism.” 
However, you are not likely to become the direct vic- 
tim of a terrorist attack. It’s more likely that you'll be- 
come an indirect victim, especially if you work for the 
airlines, aircraft manufacturers, or their subcontrac- 
tors. Le+’s look at this prospect first. 

The recent terrorist attacks caused the deaths of 
about 3,000 people. During the month following the 
attacks, at least 100,000 people lost their jobs. The old 
cliché is that: “If your neighbor loses his job, it’s a re- 
cession. If you lose yours, it’s a depression.” 

You may be one of the unlucky people whose jobs 
are in peril, because you work in an industry that is 
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likely to lose employees because it relates to airlines, 
aircraft building, travel, hospitality, etc. If so, begin 
now to reduce your risk of being laid off. 

The first step is to look at other companies employ- 
ing people in your field in order to find one that is less 
vulnerable to recession. If you’re in the food catering 
industry, for example, working for a restaurant is less 
risky than working for an airline catering company. 

However, even restaurants have had downturns in 
business. Several restaurants in the vicinity of Kirt- 
land Air Force Base, in Albuquerque, New Mexico, 
have reported a severe reduction in business because 
base employees find that getting through the security 
checkpoints upon returning takes much longer. Some 
of these restaurants have had to lay off employees. 

This is why, despite the best you can do, your job 
may evaporate in the wake of an attack. This is why 
you should plan a survival budget. If you’re like most 
Americans, you earn more money than you need for 
economic survival. Beyond the basic needs such as 
food, housing, transportation, and clothing, you spend 
money on entertainment and other luxuries. You 
probably owe money on your credit card. 

The first step is to reduce your spending and start 
saving. Do you really need a new car this year? Do 
you have to eat out once a week? You probably have 
enough clothing to last you for several years. If you 
have a mortgage, try to pay it off early to save on in 
terest. You may also want to take advantage of the 
lower interest rates to obtain a new mortgage with 
lower payments, paying off your present high- 
interest-rate mortgage. 
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We've seen that many companies have cut their ex- 
penses, including employee expenses, for economic 
survival. Their executives are looking out for them- 
selves and their companies. This is a good indicator 
that you should plan for this as well. 

Some businessmen have suggested that we should 
spend more to get the economy moving again. They 
imply that it’s our patriotic duty to spend profusely. 
It’s easy for someone who’s not under the economic 
knife to say this, but if you’re in danger of having your 
income cut off, it’s foolish to spend money as if your 
income will never stop. The message is clear: Reduce 
spending and begin saving, even if you have a job 
right now. Tomorrow is another day. 

What is sound and secure saving today? A bank ac- 
count is the obvious answer, but interest rates on or- 
dinary savings accounts are so low that they do not 
keep up with inflation. 

Inflation is real. Although for several years the gov- 
ernment’s figures, in the “Consumer Price Index,” 
have shown that inflation is low or non-existent, any- 
one who goes to the supermarket knows that prices 
keep ratcheting upward, despite the reassuring gov- 
ernment “indicators.” The cost of medical care is also 
going up, and this is reflected in the higher premiums 
for health insurance these days. 

Money market accounts and Certificates of Deposit 
pay higher rates, and are still protected by the Fed- 
eral Deposit Insurance Act. Money market accounts 
also pay high interest rates compared to savings ac- 
counts. These make good sense today, because your 
capital is protected. Stocks pay more, but they’re 
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risky, as anyone who has watched the stock market 
decline during recent months knows very well. Corpo- 
rate bonds are also shaky in a time of lowered interest 
rates. The same goes for mutual funds because they’re 
based on the stock and bond markets. 

There is one exception to this trend: private secu- 
rity. Private security companies and their suppliers 
are going to do well because of the greatly increased 
demand for their products and services. 

Don’t neglect precious metals as a form of savings, 
although they don’t pay interest. Acquiring silver 
coins can be a hedge against inflation, but don’t go 
overboard on this and buy bullion, such as silver and 
gold bars. Also, don’t bother with Krugerrands and 
other foreign coins. These are hard to use as currency 
and hard to unload when you need the cash. Limit 
your precious metals hoard to a few hundred dollars’ 
worth of silver coins. 

If worse comes to worst, but you have some savings, 
youll be better off than if you've been living from pay- 
check to paycheck. Unemployment benefits will help 
while you're seeking other income. However, you may 
have to be creative in order to survive economically. 

There are several tried and tested techniques of 
economic survival. One is to move in with family or 
friends, pooling income and sharing resources such as 
vehicles. This is one way of making do with less. An- 
other is irregular employment, working odd jobs as 
they come, to gain income and stretch savings. Odd 
jobs can be mowing lawns, performing household re- 
pairs, automotive repairs, and any other type of work 
where you can trade your skills for dollars. 
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Begin with an inventory of your skills. Which can 
you use to earn extra income? Once you've decided, 
get a jump on events by looking for odd employment 
now. Don’t look for part-time work with an estab- 
lished firm, as this job will most likely evaporate 
when the crunch comes. Also, you'll have to pay taxes 
on your income. Instead, you'll have to compete with 
companies in your line of work. Build up a clientele by 
word of mouth, and begin salting away the extra cash 
while you still have your regular job. 

Let’s say youre a plumber. Many people in your 
area will need some plumbing work done from time to 
time. Make the rounds and look for them. Knock on 
doors. It may appear discouraging at first but your 
client base will grow because you'll have a competitive 
edge over established plumbers: You'll be able to 
charge less because you don’t have the overhead. 

In an economic crisis, other family members may 
have to pitch in and contribute to the family income. 
In a truly desperate situation, your wife should not be 
too proud to take in washing or use her sewing ma- 
chine to generate income. 

Of course, payment for these services should be in 
cash or barter, because making your income invisible 
is another technique. This is very important if you're 
collecting unemployment, food stamps, or some other 
form of government assistance. You might be required 
to report any income so that the government can de- 
duct it from your benefits. Cash and barter are un- 
traceable, and you can avoid having the value of your 
extra earnings amputated from your benefits. Also, if 
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your income is at subsistence level, you should try to 
avoid paying taxes on it. 

Making your extra income untraceable is only half 
the task. You also have to make your expenditures 
harder to trace, because of the prospect of an. IRS 
auditor calculating your real income from the money 
you spend. This means an end to credit card spending. 
A credit card leaves a paper and electronic trail that’s 
very easy to follow. 

Surviving in a subsistence. economy will mean a dif- 
ferent lifestyle. It will mean that you'll probably pay 
cash or barter for everything you buy. You'll become 
part of the underground economy that has been flour- 
ishing during the last several decades. 


Stockpiling 


As in any other type of war, certain commodities 
may become scarce during a terrorist war. Scarcity 
can occur for three reasons: 

The supply gets cut off as a result of the war. An oil 
shortage is one possibility, if the OPEC nations decide 
to reduce or stop production. 

The government is using the commodity for military 
purposes. Again, oil is a likely commodity, especially if 
the government decides it’s necessary to mount an ex- 
tensive military campaign and this cuts into civilian 
supplies. The military will get priority over civilian 
needs, as happened during World. War II. 

People are panic-buying and hoarding. It’s not sur- 
prising that people are stockpiling antibiotics during a 
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biological attack. In other situations, panic buyers can 
clean out supermarket shelves very quickly. 

The government tends to discourage stockpiling, 
and during World War II labeled it “hoarding.” The 
reason for the government’s attitude is that it likes to 
keep control of essential supplies. If the government 
holds all essential supplies, it has another control tool 
over its people. As we saw during World War II, the 
government issued ration books, with coupons for 
food, fuel, and clothing, and this enabled it to keep all 
of its people dependent. 

Should you stockpile, and if so, what? The answers 
depend on your situation. If youre an apartment 
dweller, you simply don’t have the space to stockpile 
much in useful quantities, except perhaps antibiotics. 
At the other extreme, if you live on a farm or have a 
lot of property around your home, you can find space 
to stockpile many items. 

The prospects are endless, so let’s limit our discus- 
sion to a few comments. First, if you intend to stock- 
pile, begin early. Don’t wait until items are scarce or 
frenzied demand has driven prices higher. You can be 
certain that some merchants will take advantage of a 
real or perceived scarcity to price-gouge clients. Re- 
member that on September 11 some gas station op- 
erators in the Midwest charged as much as six dollars 
a gallon for gasoline. Also, don’t tell anyone outside 
your household about it. In an emergency, you might 
find friends and neighbors lining up for what they 
consider “their share” of your supplies because they 
neglected to accumulate the essentials. 
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Keep your vehicle’s gas tank at least half full at all 
times. Remember that gasoline is volatile and hard to 
stockpile without specialized facilities. Diesel fuel, 
however, is much more stable and not as flammable, if 
you happen to own a diesel vehicle. There’s another 
problem, though. 

Even if you live in the country, apart from keeping a 
few cans in an outbuilding for emergencies, it’s not 
worth trying to hoard many gallons. In any event, 
you'd never be able to keep it secret. If you were the 
only one driving your car while your neighbors had all 
exhausted their fuel weeks ago, they’d notice and be- 
gin wondering where you obtained your fuel. 

Like many pharmaceuticals, antibiotics have lim- 
ited useful lives. You'll have to renew them every cou- 
ple of years. Antibiotics are useless against any illness 
caused by a virus, such as influenza in its many 
forms. Also, the prices of some antibiotics are high, 
and the odds are that you won’t need them, anyway. 
You may well need that money for other, more impor- 
tant items. 

Some prescription items are useful, inexpensive, 
and worth stocking in small amounts. Ask your doctor 
what you might need for a first-aid kit in case regular 
medical care becomes unavailable. A wide-spectrum 
antibiotic such as Keflex is a good choice. So is a nar- 
cotic painkiller in case of severe injury. You'll also 
want an extra supply of any regular prescription drug 
you take. Remember to rotate this stock to keep it 
fresh. 

Avoid buying a deep freeze to store food. An electri- 
cal failure, accidental or the result of sabotage, could 
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result in your stockpile spoiling. Also make sure you 
have conventional, non-electric toothbrushes, for this 
reason. 

While youve considering stockpiling, put together a 
“getaway kit.” While home is probably the safest place 
to stay during most terrorist attacks, the government 
might order an evacuation of your area. Alternatively, 
you might decide that your home in the country is 
safer during a crisis. Prepare a backpack or duffel bag 
for each member of your household. Include a non- 
electric toothbrush, toothpaste, a change of outer 
clothing, extra underwear and socks, toilet paper, 
moist towelettes, prescription drugs, and a portable 
radio or TV. Also include a flashlight, extra batteries, 
blankets if youre traveling by car, pens and note- 
books, personal ID for everyone in your family, anda 
couple of canteens. You might want to include some 
emergency food, just in case you get hungry. Peanuts, 
dried fruits, and beef jerky are suitable, as are gra- 
nola bars. If you include canned food, also bring along 
a can opener. 

The amount you should pack in your getaway kit 
depends on your mode of travel. In a government- 
ordered evacuation, you might be allowed only one 
duffel bag or backpack each. On the other hand, if you 
can take your motor vehicle, you can carry a lot more. 
If youre one of the lucky people who own a motor 
home, you have all the comforts of home on wheels, 
although fuel consumption will probably be a problem. 
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Situational Awareness 


Being aware of your surroundings is a very impor- 
tant skill to have and to develop further because it 
will help you in other ways than sheer physical sur- 
vival. Naturally, you should keep your eyes and ears 
open to avoid danger. Situational awareness is the dif- 
ference between seeing and observing. If you observe 
someone wearing heavy clothing during the hot 
months, you may well suspect that he’s got a gun un- 
der the heavy clothing, and begin thinking about es- 
cape. However, don’t jump to conclusions. He’s proba- 
bly not a terrorist, just your friendly neighborhood 
stick-up man. Actually, he might not have a gun un- 
der the coat; he might just be a shoplifter or an eccen- 
tric individual. Also, be alert if you have to use any 
public transport, such as the bus or subway. Instead 
of reading your newspaper, keep an eye on people 
boarding your car. 

Be aware of what’s going on around you, and very 
importantly, ahead of you. You don’t want to walk 
into a bad situation. At times, it’s very obvious. If 
you're driving towards the airport and you see a huge 
cloud of smoke and hear gunshots, don’t go any far- 
ther. 

Karly warning of a bad situation is often not as ob- 
vious. You have to look for subtle signs that indicate 
what’s happening. 

Do you take a quick peek into a store or bank before 
entering? Look at the peoples’ faces, éspecially. Do 
they appear tense or frightened? If so, it’s a good rea- 
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son to find out why before you step into the premises. 
Also look for people standing immediately outside 
watching other people. These might be look-outs. 

On foot, look at the people entering a building be- 
fore you. Also watch those coming out. Look for any- 
thing unusual that might be threatening. This is par- 
ticularly important when entering spaces that can be 
both confined and dangerous, such as elevators and 
parking lots. There are often mirrors so that you can 
see around the corners and inside the elevators. Un- 
derground parking garages are especially dangerous 
because of their isolation from the street. It’s harder 
to escape from an underground garage if there’s any- 
thing threatening inside. 

Before entering an underground garage, note 
whether there’s any “access control.” Is there a secu- 
rity guard checking every vehicle that enters? This is 
particularly important in the light of the 1993 World 
Trade Center bombing. Of course, retain your sense of 
proportion. Entering the underground garage of a 
small commercial building in Nebraska is not the 
Same as going into the garage under a big federal 
building. 

In a restaurant, try to sit facing the door. That way 
you can inconspicuously keep an eye on people who 
enter. This is an old cop’s trick, to gain early warning 
if a stick-up is about to come down, but it’s useful to 
obtain early warning of a variety of threats. 

Do you look around you while driving? While it’s 
unlikely that a terrorist is planning to ambush you, 
the car behind you might contain a speed cop and if 
you're going too fast, he’ll nail you. Also look at other 


Protect Yourself Against Terrorism 


142 


vehicles around and ahead of you. If you see a VIP 
motorcade, keep your distance. You don’t want to get 
caught in the crossfire if there’s an ambush down the 
road. 

Awareness also includes looking for cover or a way 
out in case the situation turns very bad. Anywhere 
you go, look for the emergency exits and plan an es- 
cape route. An escape route isn’t just a precaution in 
case of terrorism, but is useful to know in case of more 
ordinary emergencies, such as fire. Also look for a 
place to take cover in case the shooting starts. Know 
the difference between cover and concealment. 

“Concealment” means simply someplace where you 
can’t be seen. This could be behind a curtain or a 
bush. “Cover” means a place where you'll be protected 
from gunfire, not just from being seen. Cover can in- 
clude a solid wall, a car’s engine block, a stairwell, or 
a solid steel door. 

As you walk along, play a mental game of “what if?” 
Ask yourself what you would do if someone popped 
out of a doorway ahead of you and began shooting. 
Where would you find cover, behind that truck? 
Would it be better to run down that alley instead? 
What if an explosion inside that building blew window 
glass out at you? Would you duck down? Run for 
cover? What if police pursuing an armed suspect be- 
gan firing in your direction because the suspect was 
running your way? Where would-you go? What would 
you do? 
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Taken Hostage 


This is the least likely event but it’s worth a few 
minutes’ thought just in case. The reason is that you 
might be taken hostage not only by a terrorist push- 
ing a political viewpoint, but also by an everyday 
armed criminal. Either way, certain survival tech- 
niques apply to a hostage crisis. Let’s first look at the 
two types of hostage-takers: 

The criminal is easier to understand and to deal 
with because he’s interested only in his own survival 
and escape. He may have taken you hostage after be- 
ing interrupted during an armed robbery or other act. 
He’s going to use you as a bargaining chip to facilitate 
his escape. 

The terrorist, on the other hand, is pushing a politi- 
cal agenda, and may end up killing you just to prove a 
point, or as part of the act, which is what happened 
during the airliner assaults of September 11th. This 
makes it clear that youre in much greater danger in 
the hands of a terrorist. 

If you've remained alert and aware, you may get 
early warning of a hostage-taking. In such a case, try 
to escape before it happens. At times, such as on an 
airliner, escape is impossible. Then you have to deal 
with the situation. 

If there’s no way for you to escape or to hide, you’re 
under the hostage-taker’s control, and it’s smart to 
obey his orders and do what he tells you. The most 
dangerous moments of a hostage crisis occur at the 
beginning, when the hostage-taker is keyed up, des- 
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perately trying to establish control. Your survival de- 
pends on not antagonizing him. 

This was the advice given to people before Septem- 
ber 11 to keep them safe in conventional hostage inci- 
dents. It quickly became obvious that the terrorists 
took advantage of this as airline crew members 
sought to appease them in the hope of eventual re- 
lease or rescue. Today, if you’re taken hostage in a ve- 
hicle that can be used in a suicidal attack, the situa- 
tion is far more dangerous and you may have to over- 
power the hostage-takers to save your life. 

Unless the situation demands immediate action, 
your best bet is not to do anything to call attention to 
yourself. A fatal mistake is to argue with your cap- 
tors, because they have the weapons and are probably 
ready to use them. A man captured during the take- 
over of the Iranian Embassy in London in 1980 de- 
bated the purpose and objectives of the Islamic revo- 
lution with his captors. This rubbed them the wrong 
way, and when it came time to select a hostage for 
execution to prove their determination to the British 
Government, they chose him. 

This shows the importance of not antagonizing your 
captors. Making statements such as “You'll never get 
away with this” is stupid when you're at the wrong 
end of a gun barrel. This can require a sharp shift in 
your mental outlook and the way you treat people. If 
youve been accustomed to giving the orders, you're 
now going to have to submit to someone else’s will. 
Accepting this simple fact can make the difference be- 
tween surviving the incident or perishing. 
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If you're forced into a passive role, use the time to 
study the situation. There may be a possibility of es- 
cape. If the hostage-taker is alone, his alertness will 
falter sooner or later, and he may even fall asleep. 
This may provide an opportunity to get out or to over- 
power him. If theirs is a band of hostage-takers, es- 
cape or seizing control will be much more difficult, but 
there’s still something you can do. Study the hostage- 
takers unobtrusively, so that you can provide infor- 
mation to police later. Don’t be obvious about this, as 
you don’t want them to notice you staring at them. 
Try to ascertain how many of them there are. Re- 
member that they may be occupying different rooms. 
Try to memorize descriptions, and to learn which one 
appears to be the leader. What weapons do they have? 
Do they have handguns, rifles, or automatic weapons? 
Do they have explosives? Where are they stationing 
themselves? Does the group seem cohesive, or do they 
argue amongst themselves? All of this information 
may be very useful if you're one of the hostages they 
release during negotiations. 

You can expect physical discomfort. You may have 
to sit and even sleep on the floor, and it’s almost cer- 
tain you won't be able to take a shower or brush your 
teeth as long as you're captive. You may not even get 
to use the toilet in some situations. 

Some strange psychological effects can occur during 
a hostage crisis. Almost incredibly, some hostages be- 
come the hostage-taker’s willing accomplices. Patty 
Hearst was one example. A lesser-known one was the 
American Ambassador to Colombia, Diego Asencio, 
captured in Bogota while at the Dominican Embassy. 
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He actively helped the terrorists in their negotiations 
with the authorities, believing he was helping to re- 
solve the crisis. 

A similar psychological effect is the “Stockholm Syn- 
drome,” named after the city where authorities first 
observed it. In 1973, a criminal attempted to rob a 
bank in Stockholm, Sweden, but the police inter- 
rupted him during the act. He held several people 
hostage during six days and the hostages gradually 
developed a bond with him, and became his willing 
helpers. They even formed a human shield around 
him when he surrendered, in case the police opened 
fire. One female hostage fell in love with the robber, 
kissed him after his arrest at the scene, and later 
married him while he was serving a prison term for 
his crime. 

Once the situation is stable, and the hostage-taker 
feels comfortably in control, there’s likely to be a la- 
tent period during which the hostage-taker negotiates 
with police or military. The police negotiator may call 
him on the phone, or throw in a telephone for his use. 
The negotiator will have several goals: 

He’ll try to discover what the hostage-taker’s pur- 
pose is, and form a picture of his mental stability. 

He'll try to find out how many there are, and where 
they’re located. 

The negotiator will try to persuade the hostage- 
taker to surrender. This often works in stages. The 
negotiator will try to gain concessions from the hos- 
tage-taker in return for food and drink. 

One of the concessions asked will be the release of 
one or more hostages. The negotiator may ask for the 
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release of women and children, or anyone who is sick 
or disabled. This has two purposes. The first is to ob- 
tain a first-hand view from someone who has been in- 
side, to provide police with information about the hos- 
tage-takers, their descriptions, weapons, and other in- 
formation that can help in planning an assault if this 
becomes necessary. The other is to reduce the number 
of people in peril. 

Negotiations work most of the time. The hostage- 
taker becomes tired, and he’s seeking a way out of his 
situation. It’s possible to “talk him down” and get him 
to surrender without using force. However, when deal- 
ing with some mentally unstable people or with ter- 
rorists, negotiations may not work. A suicidal person 
will rather be killed than surrender. A terrorist will- 
ing to sacrifice his life also will be hard to reach. 

Negotiation requires personal contact, even if the 
dialog is through a telephone. The hostage-taker may 
simply refuse to talk, or he may deal with the police 
negotiator through an intermediary, such as a hos- 
tage. If youre the one chosen to speak with the nego- 
tiator, remember that he’ll probably ask you some 
critical questions that you can answer “yes” or “no.” 
These will include: 

“Can you speak without being overheard?” 

“Is there only one suspect?” 

“Are there more than one?” 

“Do they have handguns?” 

“Do they have explosives?” 

Of course, if the hostage-taker is listening on an ex- 
tension, you won't be able to provide the negotiator 
with much information. Just remember that the sus- 
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pect’s willingness to negotiate, even second-hand, 
means that he’s probably not intent upon suicide. 

If the hostage-taker does not surrender or release 
you, you'll have to prepare yourself to survive an as- 
sault. Although the assault team is not going to pro- 
vide you or the hostage-taker with a warning, there 
are some cues that can tell you that an assault is im- 
minent. 

If the negotiations appear stalled, the authorities 
will conclude that they're not making any progress 
and decide that they must use force to resolve the 
situation. You can see this happening if the hostage- 
taker does not release any hostage, receive any food or 
drink, or does not want to deal with the negotiator at 
all. 

If the suspect kills anyone, either to show his re- 
solve or as retaliation for the refusal of his demands, 
expect an assault soon. An assault is the second mo- 
ment of maximum danger. Historically, many people 
have died during an assault, killed purposefully by 
the hostage-takers or by mistake by police. 

When it happens, itll happen quickly. A specially 
trained “entry team” will rush in after blowing down a 
door or a section of wall with explosives. They may 
also come in through the windows, a skylight, or an- 
other mode of access. Standard procedure is to throw 
in stun grenades, explosive devices that produce a 
loud bang to stun the people inside and a bright flash 
to dazzle them. This is why they’re often called “flash- 
bangs.” When you see this happening, immediately 
drop to the floor and do not move. If you have family 
members with you, make sure they do the same. 
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The reason for this is simple. You want to get out of 
the line of fire, because the entry team will come in 
shooting. You also want to make your passive status 
obvious to entry team members, because they’re likely 
to shoot at anyone standing. 

Above all, do not try to use the moment of entry to 
try to overpower a hostage-taker. Entry team mem- 
bers do not know who the bad guys and the good guys 
are, and they’ll shoot anyone with a weapon. 

Assuming you survive the assault, lie still until one 
of the entry team members tells you to get up. Expect 
him to handcuff you, because team members don’t 
know for sure who the suspects and hostages are, and 
they know that some suspects may try to pass them- 
selves off as victims. You can be sure that eventually 
they'll sort it out and release you. 

During all this, don’t be surprised if you lose blad- 
der and bowel control. Extreme danger can have ser1- 
ous physiological effects. Your adrenaline level will be 
pumped up, and you can expect muscular tremors and 
heavy perspiration as well. 

All of these survival techniques involve being aware 
of what’s happening around you. This makes use of 
your most powerful weapon, your mind. Now let’s look 
at other weapons. 


Firearms 


The September, 2001, airline attacks resulted in a 
run on gun shops, among other things. People began 
looking more closely at the prospect of using a firearm 
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for protection after some years ot relative complacency 
because the violent crime rate had been declining. 

Firearms have their limitations, especially when 
used as defenses against terrorists. A suicide bomber 
with explosives wrapped around his middle is unlikely 
to be impressed if a citizen or even a police officer 
points a gun at him. Shooting him on the spot proba- 
bly won't help, because suicide bombers use a “dead 
man switch” that detonates the explosive when the 
bearer releases pressure. 

A firearm is for last-ditch personal defense. This is a 
legitimate use even without the threat of terrorism. 
Over 30 states have “concealed carry” laws that pro- 
vide for permits to carry a firearm concealed on the 
person for protection. Since September 11, there has 
been an increase in the number of people applying for 
concealed carry permits. 

If you live and work overseas, be aware that there 
are some strict laws against personally owned fire- 
arms in many countries. Even our friendly northern 
neighbor, Canada, absolutely bans handguns for civil- 
ians. [If you smuggle a handgun into the country and 
shoot someone in self-defense, you'll be in deep trou- 
ble. It’s the same in Great Britain, Australia, and 
Mexico. If you shoot an attacker in Britain, you'll be 
in so much trouble you'll wish you were dead, unless 
you have diplomatic immunity. If you feel so threat- 
ened that you must have a firearm, don’t work in 
these countries, or even visit them. 

If you plan to procure a firearm and ammunition, 
begin now. One of the dangers of terrorism is that the 
government restricts personal freedom, and we've al- 
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ready seen high government officials proclaiming the 
need to sacrifice these freedoms for enhanced security. 
One of the freedoms likely to fall is the right to own a 
firearm, guaranteed by the Second Amendment but 
opposed by “control freaks” in and out of government. 
Despite the Second Amendment, the government 
might declare martial law and pass a confiscation de- 
cree. Protecting America against terrorism is a 
workable pretext for confiscation of firearms, even if 
terrorists use other weapons. This is why, if you want 
to obtain a gun, you should do it before new anti-gun 
laws come into play. 

Your goal should be to procure a firearm that is un- 
traceable, as a safeguard against future confiscation. 
Buying one from a gun dealer today leaves a paper 
trail leading right to your door. Also, many firearms 
in private hands today have a paper trail that would 
be easy for the government to follow if it begins a pro- 
gram of confiscation. Therefore, you must take advan- 
tage of loopholes in the laws to procure a firearm 
without a paper trail. 

The only way to buy a gun today without generating 
a paper trail is private purchase, as these are not 
regulated in most states. You can buy a gun at a ga- 
rage sale or at a gun show, where some people who 
are not dealers sell guns. Also, check newspaper clas- 
sified ads, as many people sell their guns through 
these. At the moment, there is no requirement for pri- 
vate sellers to demand identification and keep records 
of purchasers. Don’t buy a firearm if the seller de- 
mands to see your identification. Also, do not buy a 
gun from an underworld character, as some of these 
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weapons have been stolen or used in crimes, making 
them “hot.” 

If youre unfamiliar with firearms, you risk being 
ripped off; you might be sold a gun for more than 
market value, or buy one that’s in poor condition. If 
this is your situation, you may be able to recruit a 
knowledgeable friend to help make a choice, or even to 
buy one for you. 

What type of firearm should you get? If you know 
guns, then you already know what you like. If you're 
unfamiliar with firearms and their characteristics, 
here’s a rough guide: 

If youre thinking of home defense, a shotgun is your 
best bet because, loaded with birdshot, it’s deadly at 
close ranges yet won't rip through several walls to en- 
danger neighbors. Loaded with slugs, they offer a 
range of about a hundred yards. If you live out in the 
country, you might also want a rifle. A rifle has the 
range that a shotgun or handgun lacks, and enables 
you to shoot at a threat hundreds of yards away. 

Finally, let’s consider handguns. These are low- 
powered, short-range weapons and their only advan- 
tages are compact size and light weight, which makes 
them easy to conceal. They're harder to learn to shoot, 
but are adequate for short-range defense, as inside a 
room. 

There are two types of handguns, auto pistols and 
revolvers. Autos hold more ammunition, and tend to 
be more rugged. For some people, revolvers are easier 
to operate. For you, the right kind is the one which 
youre most comfortable with, and the one that feels 
good in your hand. Most importantly, how well can 
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you hit your target with a particular handgun? The 
most powerful one is useless if you can’t use it effec- 
tively. 

If you’re out and about on foot, the handgun is the 
only way to go because you can keep it concealed. A 
concealed weapon offers you the advantage of surprise 
if you encounter a threat. If you're driving, you can 
keep a shotgun or rifle on the floor of your car. Never 
keep a shoulder weapon in a rifle rack in your rear 
window. This tells everyone that youre armed, and 
it’s very easy to steal. 

Don’t forget ammunition and cleaning materials. 
These too may be restricted in the future. Right now, 
in most states, ammunition sales are unrestricted, 
and federal law does not cover these. Gun cleaning 
rods, patches, and solvents are not controlled by any 
law at the moment, but this could change. Even if 
cleaning rods are not outlawed, the very act of pur- 
chasing one would be cause for suspicion. 

Don’t make the mistake of paying for firearm and 
ammunition purchases with your credit card or witha 
check because these will leave paper trails. Govern- 
ment agents can presume that anyone who buys am- 
munition owns a gun. Pay cash and be safe. 


Gas Masks: 
Uses and Abuses 


A gas mask can be a lifesaver if, and only if, you 
have warning of a chemical or biological attack and 
enough time to put on your protective mask. This im- 
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plies that you keep your mask within reach, and that 
you do receive some warning. Some chemical agents 
are slow acting and have pungent, distinctive odors. 
Chlorine has a very powerful odor familiar to most of 
us. Phosgene smells like freshly mown hay or grass. 
By contrast, nerve agents kill within a minute or two 
and it’s possible to absorb a lethal dose before you can 
don your mask. 

Masks also have their limitations. Gas masks pro- 
tect your face, eyes, and lungs. However, some chemi- 
cal agents penetrate the skin, and gas masks don’t 
help much against them. The military issues “gas 
capes,” thick plastic ponchos, to the troops as protec- 
tion against chemical agents for their bodies. Gas 
masks also offer no protection against radioactive 
fallout, except to keep you from inhaling it. A gas cape 
won't protect you against radioactive fallout. 

There are two types of sources for gas masks, sur- 
plus stores and “original equipment manufacturers” 
(OEM). The masks you can buy in surplus stores vary 
a lot, from very good to totally inadequate. Surplus 
masks are older designs, and their filters are out of 
date. Out-of-date filters can still be effective if they’re 
sealed and stored in a cool dry place. 

OEM masks are much more likely to be what you 
need, but be aware that they can be expensive. While 
surplus gas masks have sold for as little as $5 apiece, 
OEM masks can easily run $100 or more. The major 
advantages of buying OEM equipment is that it’s new, 
in good condition, and that the filters are fresh. Also, 
you can choose what kind of filters you want. Some 
filters are made to protect against various types of 
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chemical agents. Others stop some biological weapons. 
Yet others are effective against both. 

It’s important to understand one vital fact about gas 
masks. They’re effective only in filtering out some 
harmful substances, mainly military poison gases. 
Some filters will keep biological agents from passing, 
as well. They do not provide oxygen. If you’re in a 
burning building, for example, a gas mask will only 
filter out smoke particles. It will not remove carbon 
monoxide or provide you with fresh air. 

You can obtain gas masks at army surplus stores, 
but these may be World War I or WWII relics, and 
useless for your purpose. Surplus stores also carry 
more recent ones, but these are likely to be sold out, 
given the anthrax scare. The Israeli surplus masks, in 
particular, had a run on them during the latest terror- 
ist scare. Some manufacturers and distributors of cur- 
rent gas masks are: 


B&A Products 
Ret, Box 100 
Bunch, OK 74931-9705 
Phone: 918-696-5998 
Fax: 918-696-5999 

This company sells the “Air-Aid” folding mask, a 
compact emergency gas mask made with activated 
charcoal cloth, for emergency protection. These are ul- 
tra-compact models, for use when a regular gas mask 
is not available. Note that they cover only the nose 
and mouth, not the eyes. 
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Botach Tactical 
3423 West 43"4 Place 
Los Angeles, CA 90008 
Phone: 800-867-7999, or 323-294-5555 
Fax: 323-294-3542 
Web site: www.botachtactical.com 
This company sells a variety of gas masks, including 
the Millennium model, designed for use against 
chemical and biological agents. 


Frank Bee 
Phone: 800-Frankbe, 718-823-9475 
Fax: 718-823-9812 
E-mail: info@frankbee.com 

This company sells the Israeli Army NATO- 
specification gas mask to filter out airborne contami- 
nants, made to NATO specifications. 


Howard Leight Hearing Protection 
7828 Waterville Road 
San Diego, CA 92154 
Phone: 800-327-1110 
Fax: 800-322-1330 
Howard Leight sells a gas mask made primarily for 
police, and it’s effective mainly against riot-control 
gases. 


Neoterik Processing Center 

1233 Holly Avenue 

Columbus, OH 43212 

Phone: 614-291-9304 

Web site: http://civiliangasmask.com 
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This company provides a civilian gas mask for pro- 
tection against military agents. 


R. J. Safety Co., Inc. 
5675 Kearny Villa Rd., Suite A 
San Diego, CA 92123 
Phone: 800-442-0226 

This company sells industrial size gas masks, with 
large filter canisters and a variety of filters for use 
against organic fumes. These may not be effective 
against poison gas or biological agents. 


The bottom line regarding gas masks is that they're 
of very limited usefulness because it’s unlikely that 
youll be caught in a chemical or biological attack. 
However, it’s very helpful to be able to recognize the 
type of attack, if you happen to come on to an attack 
scene. 

Nuclear, explosive, and incendiary attacks are obvi- 
ous, and you should not have difficulty in recognizing 
them. Generally, if you're still alive, you'll probably be 
okay. However, chemical and biological attacks are 
different. 

Unusual and sharp odors are one way to tell that a 
chemical attack has happened. Biological agents don’t 
have sharp odors when dispersed. Chemical agents 
do, ranging from fruity odors to sharp odors that sting 
your eyes. 

If you see dead animals and insects, this indicates a 
chemical rather than a biological attack, because 
chemical agents affect all animal life. After a chemical 
attack, plant life may also be discolored or dead. Bio- 
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many animal and plant diseases and vice versa. 
Plants don’t catch anthrax or smallpox. People do not 
catch vine blight. 

A fog or low-lying cloud could indicate either a 
chemical or biological attack. If you see aerosol cans 
or spraying equipment on the scene, you can suspect 
either chemical or biological attack. Labels on con- 
tainers can also provide a clue, but don’t waste your 
time reading them unless youre a member of a haz- 
ardous materials (HAZMAT) team. A terrorist would 
probably repackage any chemical or biological agent 
he uses because it would be stupid to carry a tank 
marked “Phosgene” or “Nerve Gas.” 

An unusual number of sick people is an indicator of 
a biological attack. Keep in mind that the incubation 
period for biological agents means that you may have 
already been infected by the time you recognize this 
telltale sign. Also, a doctor is typically the first to see 
people who are feverish, have runny noses, etc. By the 
time you notice that many people in your workplace 
have called in sick, the attack will have been well un- 
derway. 

If you think you're under attack by either chemical 
or biological agents, there are a few things you can do. 
First, if you happen to have a gas mask handy, put it 
on at once. Next, if you're in a building or other en- 
closed space, get outside. Move upwind of the site and 
keep going. If yowre driving and you see someone 
spraying a thick cloud of fog, and people begin drop- 
ping, roll up all of the windows and turn off the air in- 
take. This may mean turning off the air conditioner 
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on a hot day, but do it without hesitation or you may 
not be suffering from the heat much longer. Drive 
upwind of the contamination site if you can. However, 
if youre in a car and the traffic allows you to drive 
faster than the prevailing wind, you can drive down- 
wind out of the danger area. 

Finally, think of decontamination. If there are 
emergency response teams nearby with field decon- 
tamination stations, they can help you. Unfortu- 
nately, if emergency teams are on the scene, enough 
time has elapsed so that you'll definitely be contami- 
nated. Team members will decontaminate you, then 
probably quarantine you. 

More likely, though, you'll be on your own and will 
have to improvise. If youre near home, immediately 
go there, take your clothes off, and get under the 
shower. Make sure to put your contaminated clothing 
into a plastic bag and warn your family not to touch 
it. Scrub yourself down with soap and water to remove 
as much of the noxious substance as you can. 

If yowre away from home, find a garden hose or 
other source of water and do the best you can. You'll 
probably have to rinse yourself with your clothes on, 
but at least youll get rid of some of the contamina- 
tion. If youre near a store where you can buy a jump- 
suit, or if you have spare clothing in your car, you 
have an alternative. 
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Food 


It’s smart to have a small stockpile of food. The 
stockpile is not to see you through two weeks in a fall- 
out shelter, but a precaution if food supplies are inter- 
rupted. Roads may be blocked, bridges knocked down, 
and tunnels cut. There may be martial law and even a 
curfew. Under these conditions, a shopping trip may 
become a major undertaking, or even impossible. If 
you live in a city such as New York, easily isolated by 
blocking a few tunnels and bridges, food stocks in 
stores are limited to a few days even under normal 
conditions. If there’s a run on food supplies, super- 
markets will empty sooner. This is why you should 
build up a supply of canned food and rotate it regu- 
larly. Make it a habit of writing the month and year of 
purchase on the lid and use the oldest cans first. Also 
build up a supply of crackers to provide carbohy- 
drates. 

Why canned food and not dehydrated packages? 
Canned food contains its own water and needs no 
preparation. You can eat it cold right out of the can, if 
you have to. Canned food is also less expensive than 
freeze-dried selections. Canned food is definitely pref- 
erable to frozen food in an emergency, because the 
electricity may be interrupted and food in a freezer 
won't last long. 

If utilities are interrupted, you may not have gas or 
electricity for cooking. This is why it’s-a good idea to 
have a small propane stove or barbecue. If you live in 
a house, you probably have one of these in your back- 
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yard. If you live in an apartment, think of getting a 
small camp stove at a backpacking store. This will be 
handy for cooking rice and spaghetti, as well as cook- 
ing meats. Make sure you have a can opener that does 
not depend on electricity to operate. 

Remember to be practical about your eating priori- 
ties. When the crunch comes, always eat your perish- 
ables first. Only after you’ve emptied your refrigerator 
and freezer should you start in on your canned food. 

If you have pets, don’t forget food for them. Keep a 
small stock of canned or dry pet food, and rotate this 
just as you do the food for yourself and your family. 
Keep a pet carrier on hand in case you have to evacu- 
ate with your pet. 


Water 


Poisoning the water supply is an unlikely terrorist 
tactic. Reservoirs contain millions of gallons of water, 
and would require a prodigious amount of poison to 
contaminate them effectively. With most poisons, a 
terrorist would have to lay a railroad track to the res- 
ervoir because a trainload would be necessary. 

A more likely threat is cutting the water supply by 
disabling a pumping plant, blowing up a storage tank, 
or cutting a pipeline or aqueduct. If this happens, 
youll need stored water to drink. Use old milk jugs 
and fill them with tap water. Store them wherever 
you find room, and change the water every s1x 
months. 
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Depending on your situation you might also want to 
invest in a rain collection setup. If your roof has 
drainpipes, placing a bucket under each spout will col- 
lect water for you when it rains. Several pans spread 
around your yard will also collect rainwater. Of 
course, you'll want to filter it before drinking. 

Fortunately, filtered water is popular in this coun- 
try, and many types of water filtration systems are 
available at low cost. A plastic filter pitcher (“Brita” is 
one brand) and a small supply of filters can take care 
of your needs for several weeks. 

If you have to obtain water from another source, use 
liquid bleach to kill any microbes it might contain. 
Use an ounce of liquid bleach per gallon, and let it sit 
for several hours. Then run the water through your 
filter to remove the chlorine taste. 

Take it for granted that you won’t be able to spare 
any water for bathing, so keep a stockpile of moist 
towelettes or baby wipes for cleaning. An electric 
shaver will run on its batteries for a few days. 

If the water supply fails, your toilet will be useless 
after the first flush. You'll have to work out other 
sanitary arrangements. If you live in an apartment, 
this will tax your ingenuity. If you live in a house with 
a yard, you can always dig a latrine. 


A Safe Room 


If possible, you should plan for a “safe room.” This is 
an interior room in your house for refuge in case of a 
criminal or terrorist attack. For people working over- 
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seas, a safe room is a very wise precaution, but for 
Americans living in any but high-risk neighborhoods, 
it’s unlikely to become necessary. Unless you have 
reason to think that you or your family members are 
likely to become targets, don’t waste too much time or 
resources on a safe room. 

If you think you need one, here’s what to do. First, 
select a room in your dwelling that has only interior 
walls, and no windows. You don’t want a refuge with 
windows that can be blown inward by an explosion. 
However, this will be impossible in many apartments. 
When you've chosen the room, install a solid door that 
will resist unauthorized entry, and put in a hefty 
deadbolt lock. Install weather-stripping around the 
door to seal it against chemical or biological agents. 
This is probably unnecessary but it costs so little that 
you might as well do it. 

An extra precaution is to keep a roll of duct tape in 
the safe room. If you have warning of a chemical or 
biological attack, use the duct tape to seal around the 
door, and seal off any heating or air conditioning 
vents as well. 

Furnish the room with several couches, cots, or 
beds, whatever fits in with your décor, as you might 
have to sleep in that room. If you think the danger is 
great, and you might be in the room for several days, 
also put in a chemical toilet and stock the room with 
some water and light foods, such as beef jerky and 
crackers. If possible, install a telephone as well. Be 
aware that a wired telephone might not work in a cri- 
sis. 
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In case of a threat, lock yourself and your family in- 
side the safe room. If you have a cellular telephone, be 
sure to bring it with you. This may be your only way 
of calling for help if the phone lines are down. If you 
have a firearm, take that in with you, as a last-ditch 
defense. 

The safe room isn’t perfect protection. However, it’s 
a lot better than being unprepared if you are facing a 
threat. 


Be Skeptical of Rumors and Hoaxes 


Accurate information can be important for your 
well-being, and it’s vital for you to practice quality 
control over what information you receive and accept 
as valid. Scrutinize the information you hear and read 
critically, because it certainly won't all be true. 

Rumors always fly during periods of stress, and the 
recent terrorist attacks have produced their own crop 
of rumors and hoaxes. Rumors spread by word of 
mouth, and the Internet has provided a new vehicle. 
Rumors spread more quickly via the Internet, and 
they're more credible as well, because many people 
accept the written word more readily than they do the 
spoken word. The Internet has also facilitated hoaxes. 

As we've seen, a crisis brings out the best.in some 
people. Unfortunately it also brings out the worst in 
others. The Internet allows people to send e-mails and 
post messages anonymously, making it easy to propa- 
gate misleading information. Some people pass on 
rumors because they believe them. Others make up 
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alarming stories to frighten people. Let’s look at a 
couple of recent examples. 

An e-mail relayed by a woman told of a friend of a 
friend of hers who had been dating a man from Af- 
ghanistan who had abruptly left town. She received 
an apologetic letter from him, asking her not to fly on 
any commercial aircraft on September 11. He also 
urged her not to go to any malls on Halloween. The 
woman turned the letter over to the FBI. 

This is an example of a rumor and urban legend. 
One identifying characteristic is that the original 
source 1s always anonymous and elusive, a “friend of a 
friend,” making it hard to track down and verify. An- 
other reason for doubt is that the FBI had not issued 
any warnings regarding malls on Halloween. The en- 
tire text and an analysis is on the urban legends Web 
site: http://urbanlegends.about.com/library/bimall- 
terror. htm 

Another example is a hoax. An anonymous writer 
claims that his father works for FEMA and that his 
father had told him that many rental trucks had been 
stolen, rented by “people of Arab descent” and not re- 
turned. 

The story is very thin, and the threat has not been 
confirmed by any law enforcement agency. You can 
find the entire letter on the urban legend Web site: 
http://urbanlegends.about.com/library/bitruck- 
terror. htm 

There were many rumors and hoaxes about biologi- 
cal agents spread through the mail, even before the 
September 11 attacks. E-mails circulated with various 
descriptions of the envelopes. One stated that the en- 
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velope bore an American flag, and that the woman 
who opened it broke out in a rash before passing out. 
Another stated that the noxious substance was in a 
blue envelope that said the recipient had won a prize. 
Yet another claimed that a friend of a friend worked 
in a Passaic, New Jersey, hospital, and that there had 
been 11 deaths of people who had opened a blue pack- 
age marked “Just For You.” Still another claimed that 
the small blue packages were being delivered by 
United Parcel Service, and contained a small sponge 
saturated with a “lethal chemical.” None of the e- 
mails stated why a particular person had become the 
target of such an effort. The real anthrax cases that 
had appeared made these hoaxes hard to ignore. 

Other sources of misinformation are in the media. 
Reporters, especially TV “talking heads,” are re- 
markably uninformed, rushing breathlessly from one 
scare headline to the next. One talking head assured 
her viewers that anthrax is not contagious, which is 
not quite true. Anthrax is less contagious than many 
other diseases, but you can still catch its cutaneous 
form from direct contact with an infected person. 
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Chapter 10 
A Last Word 


Luck. That’s the last word. Many of us hate to admit 
it, but we depend on luck for many things we take for 
granted. 

Terrorists to a great extent are unpredictable. Being 
elusive is part of their method of operation. Despite 
having done everything correctly, you may happen to 
be in the way when a terrorist decides to strike. A hi- 
jacked airliner might come down directly onto you. A 
building might explode at the very moment you're en- 
tering the door. The odds of this happening are very 
slight, probably much lower than the chances of being 
struck by lightning, but it could happen. 

What doesn’t depend on luck is the long-term out- 
look. Some aspects of the future are pretty obvious. 
During the last century, we’ve seen efforts by “control 
freaks” to impose their will on others. These people, © 
whether legislators, bureaucrats, or other people in 
power, showed their eagerness to limit other people’s 
freedom on any pretext. Violent crime was the pretext 
for a rash of new gun control laws. 

Our elected leaders are unimaginative, elected in 
what are essentially popularity contests. While we 
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like to think of ourselves as a nation of individualists, 
there are many conformists among us, and they might 
even make up the majority of our people. It’s not, 
therefore, surprising when the people elect legislators 
who can’t see beyond their stale and trite way of cop- 
ing with problems. 

The new century brings more dangers, and the con- 
trollers are still with us. The threat of terrorism 
serves as an excellent pretext for imposing further 
controls on the American people. We’ve already seen 
more onerous security checks at airports. We may ex- 
pect to see them in other forms of mass transporta- 
tion. All this extra “security” will cost money, and it’s 
a no-brainer that we'll see our taxes increase. 

Although the American people and their elected 
representatives have resisted a national identification 
card for decades, we may see it within the next few 
years. There may even be universal fingerprinting. 
Right now, it’s technologically possible to implant a 
microchip surgically under the skin of every American 
so that the authorities can keep track of where every 
person is at every moment. We don’t have to stretch 
our imaginations too far to envision the government 
requiring this of every citizen. Visitors would have a 
temporary locator locked to their wrists on entry into 
this country. 

The bill signed into law by President Bush during 
the last week of October 2001, provides for many new 
forms of government control. It’s called the “Uniting 
and Strengthening America by Providing the Appro- 
priate Tools Required to Intercept and Obstruct. Ter- 
rorism,’ or the “USA PATRIOT Act.” It’s more than 
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an enhanced wiretapping law. It allows close surveil- 
lance on mere suspicion that the subject is a terrorist. 
It prohibits “harboring a terrorist,” but is drawn so 
broadly that renting a room to a person who later 
turns out to have been a terrorist can get the landlord 
into trouble. “Providing material support” to terrorists 
is illegal, and this means that someone who joins and 
pays dues to an organization later found to be in- 
volved in terrorist acts can be charged. It also allows 
secret warrants for secret searches of premises, with- 
out probable cause but mere suspicion.! 

History has shown that when faced with a threat, 
most people will trade their freedom for the promise of 
security. Usually, they end up with neither. 


Notes 


1. Gay, Lance, Scripps-Howard News Service, “Anti- 
Terrorism Bill May Disrupt Ordinary Lives,” Se- 
attle Post-Intelligencer, Friday, October 26, 2001, 
Internet Version. 
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Sources 


There are many public sources for information 
about terrorism. They vary greatly in quality and 
reliability, and it’s important to be selective. 


The Internet 


The Internet is both valuable and dangerous, 
because while much valuable and reliable information 
is on the Internet, it’s also a conduit for rumors and 
hoaxes. The anonymity of the Internet allow kooks to 
send alarming e-mails and to post messages on 
bulletin boards at will. 

The Internet Web site on urban legends is worth 
consulting and “bookmarking” because you're likely to 
receive alarming e-mails about threats that turn out 
to be hoaxes. http://urbanlegends.about.com/ 

Checking out computer viruses is important if you 
use the Internet. There are several Web sites 
containing information on computer viruses, worms, 
Trojan Horses, and other malicious programming, as 
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well as information on the many virus hoaxes 
circulating. Symantec’s web site 1s: 
http://www.symantec.com/ 


The News Media 


As a whole, the news media are more reliable than 
the Internet because newspapers, magazines, and the 
radio and TV stations must take responsibility for the 
accuracy of what they present. Experience has shown, 
however, that these are far from perfect. 

Our profit-driven news media strive to attract 
audiences for their advertisers. This is why “The 
worst goes first,” “If it bleeds, it leads,” and “body bag 
journalism” have become the main ingredients in the 
way they present the news. Violent crime always gets 
more exposure than economic news. Scare headlines 
sell newspapers, and horror stories dominate the 
electronic media. We’ve seen anthrax stories receiving 
prominent exposure, while actual casualties were few. 

There are different degrees of credibility to news 
stories. News of an accomplished fact is often reliable. 
If a newscaster breaks into a scheduled program with 
a special report that a building has blown up, or that 
a public figure has been assassinated, there’s a good 
chance it’s true. However, news programs often have 
opinions, commentaries, and other “soft” material 
masquerading as news. 

The terrorism war is a good example. While some 
reports quoted a government official by name, others 
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quoted an anonymous “source.” Some of these 
“sources” had good information, while others did not. 

It’s smart to be suspicious of news attributed to 
anonymous sources or “intelligence sources.” Without 
knowing the source, there’s no way to place a value on 
the information. An article in Newsday in 1976 stated 
that “Carlos,’ the well-publicized international 
terrorist of the era, had acquired a small nuclear 
bomb in Europe, and was about to use it. During the 
quarter-century since this “news” appeared, no 
terrorist has detonated a nuclear bomb.! 

Accompanying the hard news on almost every 
program is a talking head to put a spin on the 
reported events. Each radio and TV network has its 
stable of “experts” trotted out to give their views. 
These are opinions and speculations on current 
events. An expert may present his views on what the 
President will do next. Another will discuss his 
opinions of military actions. 

While these “experts” may appear knowledgeable 
and authoritative, some of their opinions and 
predictions are off the wall. Anyone older than 25 may 
remember the frightening predictions regarding AIDS 
made during the 1980s, and presented as fact. Some 
medical experts stated that there would be tens of 
millions of AIDS cases, or AIDS deaths, in this 
country during the 1990s. It didn’t happen. 

It’s also important to consider the form and the 
context. A report that the government is preparing for 
mass casualties does not mean that they will happen. 
It merely means that someone at the policy-making 
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level in the government thinks they might happen, 
and wants to be prepared. 
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evidence, ignore search and seizure laws, conduct illegal 
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Protect Yourself Against Terrorism 
by Tony Lesce 


Terrorists are unpredictable. In spite of your 
best precautions, you may find yourself in a ter- 
rorist-initiated situation. 

How can you prepare your home with a safe 
room for a possible biological or gas attack? 
Where can you buy gas masks to protect your 
family? And what should you know about gas 
masks so that you know what they will and 
won't do? Do you have a get-away kit for yourself 
and members of your family if it becomes neces- 
sary for rapid flight in an evacuation? If you get 
caught in a hostage situation, what should you 
know about SWAT team rescues that might in- 
crease your chance of survival? What are the 
preparations you can make that might save your 
life? 

There are some surprisingly simple steps you 
can take, and others that require some prepara- 
tion but are still available to citizens to make 
yourself and your families more secure. 

Tony Lesce answers those questions and_gives 


you even more information to Protect Yourself 
Against Terrorism. ~~ 


meee LLU eee 


781559502252 
2016-02-08 13:18 


$14.95 
5 Aan A 


